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Power Down: Business Continuity Planning for Law Firms 
 

The derecho that swept from Chicago to Washington DC on Friday, June 29 2012 left millions 

in the Midwest and mid-Atlantic without power for days. A post in Forbes highlights our 

increasing reliability on the power grid, and the need for diversification of risk with cloud 

services to avoid downtime. 

Business continuity plans are designed to help a firm respond to any type of disaster, from a 

hard drive failure to a hurricane.  They incorporate not only technology backup plans, but also 

illustrate when the plan should be put into action and to what extent. They identify key 

players, and what to do if those essential personnel aren’t available. 

The ABA Committee on Disaster Response and Preparedness had BDA Global, LLC prepare a 

planning guide for law firms to use to create a business continuity plan. Freely available, 

this guide includes step by step explanations of what should be in the plan, how to create a 

plan and includes a sample plan in the appendix. In the foreword former ABA President Steve 

Zack notes: 

Disaster planning is especially important for lawyers. Not only is it necessary to 

protect, preserve, and in extreme cases rebuild one’s practice or firm, lawyers also 

have special obligations to their clients. Lawyers must represent the client competently 

and diligently, safeguard client’s property, and maintain client confidentiality and 

communications. These obligations are neither excused nor waived following a 

disaster. 

The guide is an excellent resource, as well as the other resources at 

www.americanbar.org/disaster, in helping law firms plan for the inevitable. 

Some Technology Backup Best Practices 

• Maintain geo-redundant backups 

• Regularly do test restores and create written instructions for restoring 

• Keep all software license numbers and installation discs 

• Create images for computers and file servers 

http://lpmt.chicagobar.org/2012/07/power-down-business-continuity-planning-for-law-firms/
http://www.accuweather.com/en/weather-news/deadly-super-derecho-strikes-m/67383
http://www.forbes.com/sites/rogerkay/2012/07/02/power-outage-highlights-infrastructure-vulnerability/
http://www.americanbar.org/content/dam/aba/events/disaster/surviving_a_disaster_a_lawyers_guide_to_disaster_planning.authcheckdam.pdf
http://www.americanbar.org/content/dam/aba/events/disaster/surviving_a_disaster_a_lawyers_guide_to_disaster_planning.authcheckdam.pdf
http://www.americanbar.org/disaster
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• Keep a local copy of cloud data 

• Consider how data created on mobile devices is backed up 

• Have a current and accurate network diagram 

More information regarding computer backups, risk management and disaster recovery are 

available from the ABA Disaster Planning website on the Resources for Lawyers and Law Firms 

page. 

 

Many smaller law firms and solo practitioners do not have a disaster preparedness 

plan because they haven’t had the time to develop one, or feel that a disaster will 

not happen to them. The best way to protect your business from a catastrophe is to 

address the potential risks before a disaster happens. A well-developed disaster 

preparedness plans should address multiple disaster scenarios and provide effective 

ways to get back to business quickly after a disaster strikes. 

 

Following are 10 points drawn from lessons learned from the recent disasters lawyers have 

encountered, including Hurricane Katrina, the World Trade Center attacks, as well as the 

hurricanes, tornadoes and flooding of the past few years. 

 
• Law firm leaders should keep disaster on the firm's agenda  
• For planning purposes, lawyers need to consider the various forms disasters may take, 

their potential risk, and the likely problems they might cause  
• Disaster planning can be as simple or extensive as the circumstances and the risks 

dictate 
• Make sure that everyone in the firm knows what do in case of emergency  
• Time is of the essence, so be prepared to act quickly and decisively  
• People come first 
• Back up your data 
• Identify a place to work 
• Reach out to clients 
• Share in community healing  

 

Follow the “four P’s” when formulating a preparedness plan: People, Practice, Premises and 

Property.  List firm vulnerabilities (see checklist) and then see if some could be minimized or 

eliminated.  Reviewing and evaluating the adequacy of the firm’s insurance coverage in light of 

existing vulnerabilities should be done as part of the planning process. Policies for property, 

http://www.americanbar.org/groups/committees/disaster/resources/resources_for_lawyers_law_firms.html
http://www.practicepro.ca/practice/Practice_Interruptions.asp


contents, general liability including third party bodily injury or property damage, business 

interruption, crimes coverage and personal coverage should all be considered.  Create a 

detailed inventory of all office contents, with additional documentation captured via pictures or 

video.  

 

Keep a close eye on computer security. A disaster for a law firm could be as seemingly 

mundane as a virus shutting down the system, or as potentially damaging as a hacker 

accessing confidential information.  Many security threats come from outside the firm and can 

be protected against with firewalls, antivirus software, strong passwords and other measures. 

However, internal staff can also pose a threat, whether through malfeasance, negligence, 

ignorance, or spite. Law firms should develop security policies that include acceptable use of 

firm computers/hardware, email, and internet/social media. Other related policies to consider 

include employee privacy policies and document retention policies.  Make these policies 

available, and consider having training and annual policy review to reinforce understanding 

and compliance.  

 

Most of the documents generated today are digital. Many law firms are reducing their reliance 

on paper, by keeping electronic copies of these documents instead of printing them out for 

filing and storage.  Because of the increasing amount of mission-critical data, attorney work 

product, and client files that exist electronically, it is essential to adequately back them up.  

Many factors can contribute to loss of an electronic file, from corruption to viruses to hard 

drive failure.  A proper, tested backup procedure is crucial to a firm’s disaster preparedness 

plan.  Try a “belt and suspenders” approach, having both a physical and a virtual backup of 

files and databases. Do  test restores of the data regularly, to make sure the backups were 

running as expected, and to rotate and keep generations of backup media, and replace tapes 

(if using) regularly. Keeping copies of software license numbers and installation discs is also 

important, especially for legal-specific applications or other specialty software.  Creating a disc 

image is another method of backup that makes restoration of a hard drive much faster than 

manually reinstalling the operating system, software and files.  Online backup for files is a 

good secondary method, but lawyers should consider the business versions of popular services 

to get better service, support, storage space and options. As these services charge by the 

http://www.americanbar.org/content/dam/aba/events/disaster/courting_disaster_csr_material.authcheckdam.pdf
http://www.americanbar.org/content/dam/aba/events/disaster/courting_disaster_csr_material.authcheckdam.pdf
http://www.americanbar.org/groups/departments_offices/legal_technology_resources/resources/charts_fyis/databackupfyi.html
http://www.attorneyatwork.com/articles/make-your-hard-drive-picture-perfect
http://www.attorneyatwork.com/articles/make-your-hard-drive-picture-perfect


amount of space used, consider this type of backup for only active files, and store closed files 

on physical media.  

 

Many law firms are moving from traditional software to “cloud” based systems or SaaS 

(Software as a Service), which means accessing and storing firm data on a third party server. 

Often the vendor that the firm is paying for the service is actually storing the data with yet 

another provider, such as Rackspace or Amazon S3.  While this model shifts much of the IT 

cost and complexity to the vendor, attorneys should ask questions such as “who can access 

the data” “is the data encrypted in storage and at rest – and who has the keys” and “do you 

have co-location for the data”? Lawyers using free or freemium (free basic offering, with fee 

based versions) should carefully read the privacy policy to ensure who owns the data, and if it 

is shared with third parties.  

 

The ABA has many more resources to help lawyers with disaster planning at the Special 

Committee on Disaster Response and Preparedness’ website.  Don’t put this off until tomorrow 

– start your planning process BEFORE disaster hits.  Ethical duties require lawyers to provide 

diligent and competent representation to clients, ensure safekeeping of client property, 

maintain confidentiality, and take on responsibilities regarding nonlawyer assistants. A firm 

engaging in proper disaster preparedness will have a much easier time meeting these 

requirements.  

 

http://www.americanbar.org/groups/departments_offices/legal_technology_resources/resources/charts_fyis/saas.html
http://www.americanbar.org/groups/committees/disaster.html
http://www.americanbar.org/groups/committees/disaster.html
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Introduction 
 
As computer technology becomes more entrenched within the legal profession, lawyers 
must be aware of the potential pitfalls that can arise based on ethical obligations.  
Because of these additional self-imposed professional obligations, lawyers cannot 
merely rely on the standard of care applicable to other businesspersons.  Lawyers must 
take special efforts to make sure the use of technology comports with the profession’s 
ethical standards.  Furthermore, as the use of technology becomes more commonplace, 
attorneys may be required to expend greater effort to comply with ethical rules.  What 
passed for confidentiality five years ago, may not meet the required standard today. 
 
The Rules of Professional Conduct require a minimum standard; however, lawyers must 
also competently use technology or face the wrath of their clients via a malpractice 
action.  Such suits often are related to a breach of one or more ethics rules. 
 
Understanding the ethics issues is the first part of the on-going battle to protect data.  
Understanding the safety issues that face lawyers and law firms is also necessary.  
Once identified within a law firm, solutions can be implemented to protect the data, the 
firm’s clients, and the lawyers.  Many of those solutions are suggested below; however, 
these solutions are primarily for solo and small firm practitioners, not larger firms. 
 

Applicable Rules and Standards 
 
There are several rules of professional conduct, which combine to require that lawyers 
exercise great care in protecting their electronic information. 
 
ABA Model Rule 1.6 addresses confidentiality of information.  Sub-part (a) of this rule 
prohibits a lawyer from revealing information relating to a client’s representation unless 
the client approves the release of information, the disclosure is necessary for the 
representation and impliedly authorized, or the lawyer is otherwise authorized or 
required by the rule to reveal the information. This rule covers not only information 
directly relating to the representation, but any information which might lead to the 
discovery of confidential information.  
 
ABA Model Rule 1.9(c) extends the requirement against disclosure of confidential 
information to the confidential information of former clients, and ABA Model Rule 1.18(b) 
creates a similar obligation in favor of potential clients. 
 
Lawyers who have supervisory responsibility for other lawyers and law firm staff are 
further constrained by ABA Model Rules 5.1 and 5.3, which require them make 
reasonable efforts to ensure that the firm has in effect measures giving reasonable 
assurance that the supervised lawyers and staffers conform to the Rules of Professional 
Conduct, including the rules regarding confidentiality of information. 
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Although ABA Model Rule 1.15 on safekeeping of client property and its comments do 
not specifically refer to electronic information belonging to a client, a reading of the rule 
makes it clear that future ethical decisions might reasonably be expected to extend its 
reach to such property.  Most jurisdictions require that records of client property be kept 
for a minimum of five years.  In an age in which a client’s documents are most useful in 
their electronic state, it is no stretch of the imagination to expect that a lawyer’s duty to 
protect those documents might extend to protecting them in their native format. 
 
So if all these rules require lawyers to protect their electronic information, what steps 
must lawyers take and what standards must they meet?  While there is a dearth of 
reported opinions and cases in this area, the comments to the rules give us some 
guidance. 
 
Comment 15 to ABA Model Rule 1.6 requires that a lawyer act competently to 
safeguard information against inadvertent or unauthorized disclosure of confidential 
information.  Comment 16 to the same rule requires that when transmitting information, 
a lawyer must take reasonable precautions to prevent the information from coming into 
the wrong hands.  The lawyer is not required to use special security measures if the 
method of communication affords a reasonable expectation of privacy, but the comment 
goes on to say that special circumstances may warrant special precautions.  In 
determining whether a lawyer’s actions were reasonable, one should look to the 
expectation of confidentiality, the sensitivity of the communication and the extent to 
which the privacy of the communication is protected by law or confidentiality agreement.  
The comment leaves the final authority regarding reasonableness in the hands of the 
client. By stating that a client may require a lawyer to implement special measures, or 
may consent to use of a means of communication would otherwise be prohibited by the 
rule. 
 
Thus, it would seem that the rules do not require complete success, but do require that 
a lawyer, especially one whose electronic information has been compromised, to 
demonstrate that reasonable steps were taken to protect the digital information in light 
of what the reasonable lawyer would know and understand about such matters. 
 
Do you know as much as about protecting your data as this hypothetical reasonable 
lawyer? 
 

Security Breach Legislation 
 
The potential for a security breach is very real. In addition to the ethical obligation of 
maintaining a client’s confidentiality, you may have a legislative obligation to notify 
clients if a data breach occurs. More than 545,620,607 of U.S. residents have been 
exposed due to security breaches since January 2005, according to Privacy Rights 
Clearinghouse, a nonprofit consumer information and advocacy organization. A 
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company's vendors can be a source of such security breaches, as some of the 
publicized security breaches confirm. 
 
Most law firms, like other businesses, are, or soon will be, subject to two key legal 
obligations: 
 
• A duty to provide reasonable security for their data and information systems 
• A duty to disclose security breaches to those who may be adversely affected by such 
breaches. 
 
As of December 2009, forty-six states, the District of Columbia, Puerto Rico and the 
Virgin Islands have enacted laws mandating consumer notifications if there is a theft of 
personal data from the company computers that can be used by thieves to perpetrate 
identity theft. See http://www.ncsl.org/programs/lis/cip/priv/breachlaws.htm to determine 
the states in which you are licensed have current law.  The Federal Trade Commission 
has also brought enforcement actions against companies for not properly protecting 
sensitive personal data. The challenge, of course, is how to comply with state laws and 
to avoid a determination that a failure to protect personal data amounts to an unfair 
business practice. 

 

Your office is your castle 
 
Like a medieval castle, your office is your fortress.  Multiple walls are needed to keep 
intruders out, and additional precautions are needed to protect the King from internal 
dangers.  In fact, some studies show that more techno-dangers come from within a 
business than from the outside. 
 
What follows is an overview: detailing all possible threats and the possible protective 
steps to counter them is beyond the scope of this paper. Instead, it will focus on threats 
we believe you are most likely to encounter and common sense solutions that you can 
take to protect yourself and your data from falling victim to current security threats. 
 
Information security does not have a one product, one-size-fits-all solution:  Hackers 
and other criminals target some high-profile firms, because of the nature of their work, 
while others firms go unnoticed.  Some firms may have a VPN, while another does not. 
 
Each firm must implement appropriate security solutions while remaining vigilant to new 
dangers.  Your reputation and success rest upon this vigilance.  Protecting your 
computer and data is truly an instance where you are better to be proactive, to “go on 
the offensive” to take steps to safeguard yourself, your firm and your clients. So man the 
walls, raise the drawbridge and prepare for battle because the enemy is at the gate 
intent on pillaging what you hold dear! 
 

http://www.ncsl.org/programs/lis/cip/priv/breachlaws.htm
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E-Mail Security 
 
Anti-virus protection is essential for every computer in a law firm or lawyer’s home 
office.   The first line of defense is to have an Internet usage policy for the office or firm.  
Require all lawyers and staff to only open email attachments from reputable sources. 
Do not allow non-work related attachments to be opened.   
 
Just having the software is not enough.  You must download the latest antivirus 
definitions to ensure the software contains the most up-to-date detection and 
prevention.  Commercial anti-virus software publishers often sell update subscriptions 
for about $30 per computer per year; enterprise licenses are much cheaper per seat. 
 
Misaddressed emails can also breach attorney-client confidentiality.  Like a fax sent to a 
wrong phone number, an errant email can do as much damage. In Microsoft’s Outlook 
consider turning off the address “AutoComplete” function to avoid mistakes; remind staff 
to always double-check the addressee in each outgoing email.  Finally, while I know of 
no authority that disclaimers in the email work, it still seems like a good idea.  Try 
adding it above the message, rather than at the end, this will serve as a warning to any 
unintended reader. 
 
Clearing spam filters becomes more important each day.  Spam filters prevent our 
Inboxes from overloading, but spam filters are not fool-proof.  Some spam gets through, 
while some important messages do not.  Be sure to open your “Suspected Spam” folder 
on a daily basis to make sure nothing important was filtered out by mistake.  
 
Retaining client emails is becoming more of an issue.  Is an email message more like a 
letter or a phone call?  If it is a letter, doesn’t it belong in the client’s file?  If not, 
shouldn’t it be discarded?  Check your state’s legal ethics opinions for more guidance in 
this area. 
 
Email messages can be a ticking time bomb, and should therefore be treated with great 
care.  Your firm should have a written policy addressing proper use of firm email for 
business communication by lawyers and support staff; storage and retention of email as 
a record; security issues including opening attachments, identifying spam and phishing, 
and other scams; use of firm email for personal communication; and use of other 
Internet based communication tools such as instant messaging, blogging, commenting 
on blogs, social networking, and online chat.  
 
You must also discuss use of email with your clients. Some client’s office policies 
regarding email and computer use may act as a waiver of attorney-client privilege if the 
client doesn’t have a sufficient expectation of privacy or confidentiality when using the 
employer’s technology. Scott v. Beth Israel Medical Center, 2007 WL 3053351 (N.Y. 
Sup. Oct. 17, 2007) involved a dispute between a hospital and a former employee.  
While still employed, Scott used the hospital’s email system to communicate with his 
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attorney.  Those emails were ultimately deemed non-privileged because the hospital’s 
email policy clearly stated that employees had no personal privacy rights to materials 
created, sent, or received via the hospital’s communication systems.  Likewise in Long 
v. Marubeni America Corp., 2006 WL 2998671 (S.D.N.Y. Oct. 19, 2006) the court in 
Long found that an employee’s emails to counsel were non-privileged due to a clear 
email use policy.  Long differs from Scott, however, in that the employee used a 
personal email account (presumably web-based) to communicate with his counsel 
rather than the employer-provided corporate email.  Nonetheless, because the 
employee used the employer’s computer and internet connection, the policy still applied 
to eliminate any expectation of privacy. The American Bar Association issued Formal 
Opinion 11-459 “Duty to Protect the Confidentiality of Email Communications with One’s 
Client” in response to the frequent cases regarding inadvertent disclosure and privilege 
loss due to use of an employer’s email for lawyer/client email communication. 
 
Publicizing your email address on your firm’s website could put you at risk of 
inadvertently creating a conflict of interest, a perceived attorney-client relationship, or 
the assumption of attorney-client privilege. Disclaimers may protect you if properly 
executed. State Bar of California CPRC Formal Opinion 2005-168 states “A lawyer may 
avoid incurring a duty of confidentiality to persons who seek legal services by visiting 
the lawyer’s web site and disclose confidential information only if the lawyer’s web site 
contains a statement in sufficiently plain language that any information submitted at the 
web site will not be confidential.” This opinion is primarily applicable to email addresses 
published on a firm website or advertisement.  In San Diego County Bar Association 
LEC Opinion 2006-1, the ethics committee held that merely listing contact information 
on a bar association web site didn’t amount to an attempt to attract clients, and thus, the 
prospective client had no reasonable expectation that the attorney at issue had agreed 
to a consultation. In 2010, the ABA issued formal ethics opinion 10-457 that suggests 
that law firm websites that invite inquiries may create a prospective client-lawyer 
relationship under Rule 1.18. Rather than placing your email address on your web site, 
use a contact form that requires users to read and accept a disclaimer regarding 
confidentiality and attorney-client privilege.  See, for example, the Simpson Thatcher 
web site: http://www.stblaw.com/lawyers.htm.  Put any disclaimer in clear and plain 
language.  The disclaimer should emphasize that nothing submitted via the web site will 
be considered confidential. 
 

Encrypting Email 
 
Confidentiality is the bedrock of the attorney-client relationship. However, this privilege 
is at risk during the routine transmission of an electronic communication. Email 
encryption reduces this risk. Email encryption obscures the content of the email in order 
to prevent people other than the sender and the receptor from reading the content. 
Additionally some encryption programs will provide proof that the document was 
received and disable the forwarding option so that the message cannot be forwarded. 
Increased availability and affordability make encryption an accessible option for 
safeguarding attorney/client privilege.  

http://www.stblaw.com/lawyers.htm
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Encryption is not required under the confidentiality rules in most states; however many 
leave it up to the lawyer to decide.  If the information you intend to put in the email is so 
sensitive that you would not send it by courier or mail, then it probably needs to be 
encrypted.  Also discuss the matter with your client; if they want it encrypted, then do it. 
There are commercial encryption products available, including on-line services. Work 
with your client to find the best solution for sending and receiving encrypted email. 
 
Email encryption vendors are responding to the marketplace and have begun to offer 
easy to use solutions for people who send and receive sensitive correspondence.  
These programs are designed to be simple for the user to implement and do not require 
additional hardware.  While the recipient will be aware that an encryption program has 
been used, and they may need to be supplied with a password, they will not need any 
special software to access the email.  The vendors understand that not all information 
needs to be encrypted so they offer flexibility to choose which messages are important 
to secure and track.  As always, if a trial version is offered by the vendor, try before you 
buy to see if the program fits your needs. 
 
Dialawg – This solution integrates with several email programs (Outlook, Thunderbird, 
Gmail) and mobile devices. It allows the user to send an email to the recipient, however 
the recipient receives a link, rather than the email itself.  The recipient follows the link, 
logs in and reads the encrypted communication. The communication thread is all online, 
so the messages are not stored on anyone’s computer. The transmission is encrypted 
as well (of course). The pricing is by matter, and recipients are never charged.  
 
SecuRmail (from Rpost) – This email encryption solution claims to avoid storage of 
email in a web-based repository and encryption keys, as well as HIPAA compliance. 
The system basically automates the process of sending an encrypted PDF of the email 
that the end user wants to be encrypted. It works bi-directionally so the entire 
conversation remains encrypted. The password is sent via email too, automatically and 
in a separate file.  
 
Hushmail - A standalone web based email encryption program.  The user signs up for a 
free Hushmail account which allows them to send secured emails.  For a fee, users can 
upgrade to a premium account which would allow them to send attachments.  Hushmail 
is working on a plug-in for Outlook but at this time it was still in BETA mode. 
 
 
See also: 

• PGP Desktop Email - A desktop e-mail encryption software program. The PGP 
Corporation makes encryption software for small/home office, small business, 
and enterprise customers  

o PGP Corporation Product Comparison Chart - A chart that compares 
different encryption products made by the PGP Corporation.  

https://www.dialawg.com/
http://www.rpost.com/solutions/esecurity/securmail-encryption
http://www.hushmail.com/
http://www.pgp.com/products/desktop_email/index.html
http://www.pgp.com/products/comparison_matrix.html
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• EchoWorx Secure Mail - Send client negotiations, contracts financials, and 
litigation via email securely  

• IronPort PostX Secure Email - A desktop e-mail encryption program  
• Encrypt messages in Microsoft Outlook 2003  
• Encrypted messages in Microsoft Outlook 2007 
• How to Protect E-Mail From Prying Eyes 

(A PC World article explaining how to utilize e-mail encryption in Microsoft 
Outlook and Thunderbird, using free digital security certificates provided by 
Thawte or Comodo)  

 

Spoofing and Phishing 
 
Central to many online identity theft schemes is a social engineering technique called 
“spoofing,” in which identity thieves create fake e-mails and websites disguised to look 
as if they originate from trusted sources. In “phishing” schemes, identity thieves use 
spoofed e-mails, websites and popups to "lure" users into divulging sensitive personal 
information such as usernames, passwords, credit card numbers, and social security 
numbers. 
 
A typical phishing email might be designed to look as if it originates from a financial 
institution or an e-commerce company such as e-Bay or PayPal.  The e-mail might ask 
the recipient to log into the bank or company’s website to verify account information for 
some spurious reason, such as that unusual account activity has been detected and 
that the account will be closed unless the user logs in and verifies their account details. 
 
The e-mail would typically include a convenient link to click on that would take the user 
to a website masquerading as the bank or company’s website, complete with the bank 
or company’s logo and other details designed make the website look authentic.  If the 
user were to enter any personal information into the fake website, such as usernames, 
passwords, and other valuable personal information, the website would record this 
information for later exploitation by identity thieves. 
 
The phishers are getting smarter as surely as consumers get more wary. In one 
notorious phishing scheme occurring in August of 2007, the contact information of more 
than a million Monster.com subscribers was stolen and used in phishing e-mails.  
Identity thieves used a virus disguised as a job-search tool, which stole Monster.com 
users’ contact information after being downloaded.  Users reported later receiving 
legitimate-looking email messages containing personal information such as their names, 
and which extended job offers with one catch--the job seekers would need to have Bank 
of America bank accounts in order to accept the offer. The emails included a link to a 
site that looked like a Bank of America website where they could allegedly open an 
account.  When users entered their personal information into the fake Bank of America 
site, the site recorded the information for later use by identity thieves.   
 

http://www.echoworx.com/products/securemail.cfm
http://www.ironport.com/technology/ironport_pxe_encryption.html
http://office.microsoft.com/en-us/outlook/HP063699521033.aspx
http://office.microsoft.com/en-us/outlook/HP012305361033.aspx
http://www.pcworld.com/article/id,138696/article.html
http://www.thawte.com/
http://www.comodo.com/
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Spear Phishing and Whaling 
 
Spear phishing and whaling are phishing schemes in which identity thieves carefully 
target and research their victims.  Some companies post information such as company 
news, organizational structure, and employee biographies on their websites.  Identity 
thieves can study and use such contextual information to target specific employees and 
make phishing e-mails seem more authentic, such as making e-mails appear to 
originate from a trustworthy source within an organization such as a coworker or the 
organization’s HR department. In fact, this Forbes post reveals the anatomy of a law 
firm data breach that likely started with targeted emails to break through the firm’s 
security defenses. 
 
A specific type of spear phishing is called whaling, in which identity thieves gather 
information in order to target an organization’s executives in the hopes of gaining 
access to valuable trade secrets and other executive-level information that might result 
in a high payoff to the identity thieves. Examples include emails sent to executives 
purporting to be from the Better Business Bureau, or a question about an invoice, or a 
recruitment company. For a busy executive (or lawyer) who forwards the email on to the 
accountant or assistant to provide a response with the requested information this could 
be a surprisingly effective means of attack. 
 

Spyware 
 
There are many products that will remove adware and spyware from your computer; 
however, your first line of defense is your web browser.  Which browser you use can 
have a lot to do with how much time you spend clearing your computer of malware on a 
regular basis. 
 
Anyone who is even vaguely knowledgeable about the Internet knows that Microsoft 
Windows and Internet Explorer are both full of security holes and are subject to viruses 
and malicious attacks.  Even if you have hardware and software firewalls between your 
computer and the Internet and keep your virus software scrupulously up to date you are 
subject to the plague of pop-up and pop-under ads, and the ghoulies they may contain, 
which some web sites – even reputable ones, throw at you.  
 
 
The job of a good anti-spyware program is twofold: first it should locate and remove 
malware already resident on your computer; then, it should block new programs from 
downloading themselves in real time.  Fortunately, you have many products from which 
to choose, and some of them are pretty good. 
 
According to product reviews in recent issues of PC Magazine and PC World, one of the 
most effective malware detector/removers is Spy Sweeper from Webroot Software, Inc. 

http://www.forbes.com/sites/ciocentral/2012/01/31/conversations-on-cybersecurity-the-trouble-with-china-part-1/
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– www.webroot.com. At only $30 for a one-year subscription to the version that will also 
block malware before it has a chance to load, you can’t afford not to have Spy Sweeper 
on your computer. 
 
Counterspy from Sunbelt Software is also getting stellar reviews from the computer 
press, and at $20 is a real bargain. 
 
 
Ad-Aware from Lavasoft (www.lavasoftusa.com) is another well-known and fairly 
effective program, which comes in both free and fee-based versions. 
 
There are two paid versions of the software:  Ad-aware SE Plus and Ad-aware 
Professional.  Ad-aware SE Plus includes all the features of the personal edition along 
with enhanced features such as real-time monitoring that allow you to delete malware 
before it infects your system.  Ad-aware SE Plus for business or home use runs about 
$40.  The Professional edition contains additional features which allow you to analyze 
running processes, and costs about $50.  The Lavasoft site also offers a shareware 
registry editor called Reghance™.   
 
While these spyware removal tools are great, the next generation of protection prevents 
the malware and spyware from loading onto your computer at all.  These products for 
your web browser act like anti-virus software for e-mail.  SpywareGuard and 
SpywareBlaster are two such products.  These freeware products from Javacool 
Software help keep the bad stuff out, but as with many of these new programs, there 
may be compatibility issues.   
 
The bottom line:  None of the currently existing anti-spyware programs will stop or 
remove everything that the evil goblins that lurk hidden in the Internet can throw at your 
computer.  Existing programs are constantly being updated, and new programs to 
combat new threats are constantly being developed.  A combination of two or more 
programs, free and fee, is needed to give your computer the greatest possible 
protections. 
 

Intrusion Detection Software (IDS) 
 
Intrusion detection software fills the gaps between firewalls, anti-spyware, and anti-virus 
software.  Hackers, spyware purveyors, and on-line criminals know where these gaps in 
protection exist, and are working hard to exploit them.  IDS stops trojans, worms, 
hijackers, and other malicious programs from getting in to your computer, but also 
prevents them from executing once inside your firewall.  Again, no solution is perfect, 
but this new type of security software is important to own. 
 
Prevx Pro (http://www.prevx.com/) is one such product from Prevx Ltd.  Another is 
WinPatrol (http://www.winpatrol.com/), which also receives high marks in the software 
press. Symantec’s (http://www.symantec.com/) small business solutions also promise 

http://www.webroot.com/
http://www.lavasoftusa.com/
http://www.prevx.com/
http://www.winpatrol.com/
http://www.symantec.com/
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intrusion prevention and Untangle’s (http://www.untangle.com) open source Network 
Gateway also provides intrusion prevention.  
 

Firewalls 
According to the Wikipedia, a firewall is a piece of hardware or software that functions in 
a networked environment to prevent some communications forbidden by the security 
policy, analogous to the function of firewalls in building construction. It has the basic 
task of controlling traffic between different zones of trust. Typical zones of trust include 
the Internet (a zone with no trust) and an internal network (a zone with high trust). The 
ultimate goal is to provide controlled connectivity between zones of differing trust levels 
through the enforcement of a security policy and connectivity model based on the least 
privilege principle. 
 
Typically, small businesses have used software solutions to control unwanted access to 
network and internet connected computers.  These solutions include a basic firewall in 
Windows 7, Zone Alarm (www.zonealarm.com), Comodo (www.comodo.com), Kerio 
(www.kerio.com) and various versions from Symantec, McAfee, Trend Micro, Grisoft 
and others. 
 
Larger enterprises often use firewall appliances from companies such as SonicWall, 
Barracuda Networks and WatchGuard—integrated hardware solutions to stop unwanted 
hackers and others.  However, some of these appliances are now being targeted at 
smaller businesses; small to medium size law firms should consider this as a possible 
alternative to software alone. 
 
There are also a number of free or open source products, including Untangle’s Network 
Gateway which is free for the standard product and provides a firewall as well as anti-
virus, anti-intrusion detection, site filtering and more, as well as Comodo 
(www.comodo.com)and Kerio (www.kerio.com). 
 

Document Security 
 
Documents are the lifeblood of attorneys. They contain the work product of the firm. 
Many lawyers share electronic documents with clients, co-counsel, opposing counsel 
and the courts via email, efiling, and extranets. These documents more often than not 
contain sensitive client information. Lawyers have a duty to preserve the confidentiality 
of that information. Electronic documents, unprotected, can be copied, printed, edited, 
and reused by others.  
 
One step law firms can take to protect sensitive information is to use password security 
on electronic documents. Microsoft and Corel office suites offer the ability to password 
protect documents. In MS Word under “Tools” “Protect Documents” you can limit editing 
to read-only, comments, and track changes. Under “Tools” “Options” “Security” you can 
enable password protection to open or modify a document. There are also privacy 

http://www.untangle.com/
http://www.comodo.com/
http://www.kerio.com/
http://www.comodo.com)and/
http://www.kerio.com/
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options, such as “make hidden markup visible when opening or saving” and “warn 
before printing, saving, or sending a file that contains tracked changes or comments”. 
You may consider some of these security options within the firm when they make sense 
to protect client information or the integrity of the document.  
 
Another way to protect documents from unwanted changes or exposure is to consider 
publishing to PDF. Using Adobe Acrobat or other PDF writing program, you can convert 
word processing files to PDF before sharing them. In Adobe Acrobat users can “lock 
down” documents, disallowing printing, copying, editing, commenting or even opening 
the document. You can encrypt the file or use secure digital signatures and 
authentication protocols. Attorneys can make sure that the document is used in the way 
they want, without exposing it to alteration or copying.  

Metadata 
 
Metadata is the information hidden behind your words; it includes the name of the 
author, the date created and last edited, as well as the undo/redo history.  Metadata 
resides in almost every type of electronic document or file created in a law office—
especially files created using the Microsoft Office suite.  Therefore, when you send the 
settlement proposal as a Word document, the receiving party may be able to see your 
edited changes or whether the document is original to that client or a form created for 
someone else. Clients and others may be able to easily view some of the data to see if 
any changes you made—say to the final top-dollar offer contained in your letter created 
in MS Word. The disclosure of the metadata could be a breach of confidentiality, not to 
mention highly embarrassing. Myriad jurisdictions have weighed in on the ethics of 
metadata. To see a chart check out “Metadata Ethics Opinions from Around the US”.    
To avoid problems with metadata, consider converting a document or file to PDF format 
to eliminate much of the metadata, or try a metadata removal tool, such as the 
Metadata Assistant from www.payneconsulting.com or iScrub (http://www.esqinc.com/).  
 

Sharing a Computer Network 
 
Office sharing offers great opportunities to the solo practitioner or small firm. Not only 
can you cut real estate and personnel costs by sharing an office suite and clerical staff, 
but you have someone else around to bounce ideas off.  And there lies the rub:  when 
you’re not really part of a firm, you can’t ethically share some of these ideas.  
 
The same is true of sharing office technology resources.  In the last few years more and 
more lawyers have sought to cut costs by making their unused space available to other 
practitioners, and often the inducements to those practitioners have included shared 
technology resources such as phone systems and computer networks including fast 
Internet access.  However, just as there can be ethical problems involving confidentiality 
issues and safekeeping of data with shared office space, there can also be potential 
problems with shared computer resources. 
 

http://www.abanet.org/tech/ltrc/fyidocs/metadatachart.html
http://www.payneconsulting.com/
http://www.esqinc.com/
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Do not leave your desktop computer unattended when it is on and you are logged in. 
Enable the password protection, and set it to override the system when it has been 
inactive for three minutes or less. 
 
Biometric devices, such as thumbprint readers that authenticate the user may sound a 
bit geeky today, but with the prices falling to under $100, expect to see more of this 
soon. 
 
Log off the network if you are going to be gone longer than an hour. 
 
Use a minimum of eight digit passwords with a combination of numbers and letters—
including alternate capitalization of the letters. 
 
Confirm with the law firm network administrator that the network is configured to prevent 
unauthorized access to your computer.  Get this in writing if possible. 
 

Backup 
 
There is nothing more important in your office procedures than the regular back-up 
information stored on your computer.  Back up means to copy your important computer 
files (such as client documents, software applications, time and billing data, and e-mail) 
onto another computer or media that can be accessed to restore data if you computer 
crashes, the file is corrupted, or your office is damaged or destroyed.   
 
There are four components to a good back-up system:  Automatic back-up software, a 
large and reliable local storage device, an off-site recipient storage device, and a 
competent person to make sure it runs correctly. 
 
Google’s Gmail has made news in the past couple of years by “losing” users’ e-mail—
often years’ worth. While these outages have primarily affected the free Gmail service, 
even access to the paid Google Apps has occasionally been lost. More egregiously, in 
2008 Charter Communications (an ISP) accidently deleted 14,000 customers e-mail 
accounts—and all the e-mail messages in them. For lawyers who are using the free 
Gmail, or other webmail services, as their primary e-mail tool for client communications, 
one must ask, “How are you backing that up?” 
 
With Gmail, there are a number of options. 
 
You can run Google Gears and maintain a local copy of Gmail. This is a pretty useful 
option, letting you choose which folders you want to maintain locally. Look in Gmail 
Settings under “offline” to set this up. 
Another option is to set up IMAP, which synchronizes your Gmail to a downloaded e-
mail client (like the free and multi-OS compatible Thunderbird, Eudora or open source 
Zimbra) to keep on your server or hard drive. (Which you do back up, don’t you?) 
Or you can set up POP to keep a copy of your e-mail local, but with no synchronization. 
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On the downside, free Yahoo! Mail has no easy options to download or synchronize 
mail locally, though their premium service, Yahoo! Mail Plus, does allow you to POP e-
mail to a local e-mail application. Windows Live (aka MS Outlook Express) has built-in 
functionality to download MS Hotmail, as well as mail from Gmail and Hotmail. For other 
web-based e-mail services, including those provided by your ISP, you can hunt around 
for instructions or FAQs to see what your options are for creating a local backup. 
 
Free open-source POP tools such as freePOPs let you POP from most common web-
based e-mail providers. The free-to-try IzyMail creates POP, IMAP or SMTP 
connections from webmail to a local e-mail client, as well as easily pushes e-mail to 
iPhone, BlackBerry and other mobile devices.  There is an extension for Thunderbird to 
integrate with most major webmail providers, and Zimbra also has built-in aggregation. 
 
Really, there are lots of options. Don’t let your record of client communication fly in the 
ether without a safety net.  
 

Online Backup 
 
With the growing availability of broadband internet access, online storage for your 
critical data is also an option.  Ranging from products from Mozy (www.mozy.com) and 
Carbonite (www.carbonite.com) to offerings from Iron Moutain (www.ironmountain.com), 
iBackup (www.ibackup.com), these companies provide a wide range of support and 
services. 
 
In ABA Opinion 95-398 (10/95) (membership access required) the authors recognized 
that "in this era of rapidly developing technology, lawyers frequently use outside 
agencies for numerous functions such as accounting, data processing, photocopying, 
computer servicing, storage and paper disposal and that lawyers retaining such outside 
service providers are required to make reasonable efforts to prevent unauthorized 
disclosures of client information .” The outside service providers would be considered to 
be non-lawyer assistants under Model Rule 5.3 which states that lawyers have an 
obligation to ensure that the conduct of the non lawyer employees they employ, retain 
or become associated with is compatible with the professional obligations of the lawyer.   
 
Lawyers should ensure that the right questions are asked and answered to make a 
reasonable attempt to protect the firm's data. Courtney Kennaday, SC Bar Practice 
Management Advisor, has posted a helpful list of questions to ask of online backup 
providers (http://www.scbar.org/pmap/) . This list can also help remind firms of 
questions to ask of any online service. 
 

Backup Hardware/Software 
 
Numerous software options are available and often come bundled with the storage 
device.  Forget the old disc and tape devices, and go to external hard drives like Maxtor 

http://www.mozy.com/
http://www.carbonite.com/
http://www.ironmountain.com/
http://www.ibackup.com/
http://www.abanet.org/abanet/common/login/securedarea.cfm?areaType=premium&role=cp&url=/cpr/mo/premium-cp/95_398.pdf
http://www.abanet.org/cpr/mrpc/rule_5_3.html/
http://www.scbar.org/pmap/
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or ABS.  The software is more important than the hardware, because it has to work well 
for the user or the user won’t use it!  Too often lawyers buy the back-up device but fail 
to use it because the software is cumbersome or does not have automatic settings.  
Consider Backup Now, BackupMyPC, Retrospect Backup, or CMS’ Bounce Back. 
Whichever method you choose, your office computer should be backed up daily.  That 
is where the competent person comes in!  Unless the backup system is used, the 
technology is worthless.  Make sure a competent person carries out this important 
security step in your firm. Also, do a periodic test to restore a file to make sure your 
backup system is working. 
 
You may have your computer backup strategy carefully planned. Your files are backed 
up in three locations, your servers are in a RAID array, you have all your installation 
disks and license numbers handy, and you have a test restore for your files scheduled 
on a regular basis. You are ready for the day that your hard drive fails. Or are you? 
 
The best backup plans in the world often fail to recognize the time commitment involved 
in a ground-up hard drive recovery, including re-installing the operating system, 
software, drivers and files, plus customization and configuration. To speed things up, 
consider adding disk imaging to your backup arsenal. Disk imaging (or cloning) 
essentially takes a snapshot of your hard drive, including software, configuration, files 
and so forth, so that you can get your computer back up and running faster. 
 

• Windows XP/Vista. For users of Windows XP, you will need to use a third-party 
software tool such as Acronis True Image, Norton Ghost or ShadowProtect to 
create a disk image. Most of the third-party tools will cost $50 to $100, however, 
there are some free tools, like DriveImage XML, that require a bit more technical 
skill. MS introduced drive imaging into the Vista operating system (Ultimate, 
Business and Enterprise only), but most reports suggest it is difficult to use and 
not extremely effective. The third-party commercial tools are designed to make 
disk imaging easy to use, and effective. 

• Mac  OS X 10.4 (Tiger). Macintosh users still running Tiger will need to get third-
party tools to create a disk image. These tools include shareware Carbon Copy 
Cloner and Super Duper ($27.95 fully functional), and probably quite a few 
others. 

• Windows 7. Microsoft’s latest operating system offers disk imaging as built-in 
functionality in all versions of the OS. It is reportedly easy to set up, and restore 
from, as detailed in these step-by-step instructions. 

• Mac OS X 10.5 (Leopard) and up. Mac users running current versions of the 
operating system have cloning built in through the Time Machine feature. Mac 
101 has a nice set of instructions on how to setup Time Machine to create a disk 
image. This tutorial also includes instructions on how to restore your hard drive 
from Time Machine. 

 
Although you will be given options with the third-party tools, and the built-in functionality 
of your OS, to clone your drive to a set of DVDs, this is not practical given the huge 
drive capacities on today’s computers. Save the disk image to an external hard drive, 
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and you won’t have to worry about switching disks or space limitations. An external hard 
drive with a terabyte capacity costs around $100. These devices are available with USB 
and Firewire connectors, and are truly plug-n-play. 
 
Imaging has long been used by IT departments, which are constantly deploying 
computers to new users or restoring crashed hard drives. But anyone who wants to 
keep a complete working copy of their hard drive on hand should consider adding disk 
imaging to their backup arsenal. 
 
 
 
 

Wireless LANs 
 
Wireless networking can save a firm the time and expense of running cable to all parts 
on an office.  However, wireless connectivity is neither as reliable nor as fast as wired 
networks.  Yes, it is a close call and getting better, but there are plenty of safety 
concerns as well. 
 
A wireless router or access point throws a signal about 100 feet, although the signal 
strength diminishes as it passes through walls.  Firms can use this to reach place within 
the office not previously wired for computers.  However, here is where the security 
concerns come in:  Any person with a wireless access card (network card or wireless 
adaptor) can use your network, and potentially have access to your computer files and 
documents.  The firm must take steps to secure the wireless network from prying eyes.  
Manufacturers build this security into all routers and access points, but the user must 
enable it.  Whether the security protocol is WEP, WPA, or MAC addresses, make sure 
you secure the network against intruders.  
 
One final point about wireless office network security: You may find that despite all the 
best advice and intentions, the network settings and security create too many conflicts 
and issues.  The network may just be too unreliable.  In the end, it may be more cost-
effective just to run cable and be done with it.  
 
Be sure to secure your home office wireless network too.  While not as likely a target, 
there still may be neighbors who may hijack your network.  Many lawyers who 
successfully install a wireless network are frustrated with security matters.  New utilities 
are just coming to market that makes securing a wireless network a much less 
frustrating process.   
 
If you are going to use a wireless network, you need to consider the following:  
 
Enable ENCRYPTION available for wireless networks. Ideally, you want to use WEP 
(Wired Equivalent Privacy) or Wi-Fi Protected Access 2(“WPA2”):  
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Rename the Service Set Identifier (“SSID”): Every wireless Router/Access Point has an 
SSID which is set at a factory default when initially setup. This is what differentiates one 
wireless network from another and is sent in plain text. To makes it more difficult for 
someone to identify your wireless network you need to change the standard SSID and 
Administrator Password of your Router/Access Point. 
 
Disable SSID broadcast if possible: If possible, you should disable the SSID broadcast. 
 
Limit Number of Computers: If you only have x number of computers which will attach to 
the wireless network, you should limit the number of machines that can access the 
network to that number. As long as those computers are connected to the wireless 
network, no other machines can attach. 
 
Router/Access Point Placement: Since the Router/Access Point  generally broadcasts in 
all directions. Place the access point in the center of your building/office/home if 
possible - the closer to an outside wall that you place it, the further the range that 
someone can pick-up a signal. 
 
Select infrastructure mode: You can select from 2 wireless modes – ad hoc and 
infrastructure. ad hoc mode allows wireless equipped computers to communicate 
directly with each other without the need of first communicating with a Router/Access 
Point. infrastructure mode requires each wireless equipped computer to  use of the 
Router/Access Point to communicate.   
 
Limit access by specific Media Access Control (“MAC”) address: Each network card is 
identified by a unique MAC address. By limiting access to the wireless network by MAC 
address, even if one computer isn’t attached, no one else can communicate with the 
Router/Access Point since their MAC Address will not be approved for access. 
 
Consider disabling DHCP and assigning static IP addresses: This allows you to control 
which network addresses are assigned and which ones will be recognized by your 
Router/Access Point. 

Mobile Security 
 
Many firms are now using notebook computers as full-time replacements for desktops 
PCs.  Lawyers can take them to and from court, depositions, home, etc.  Other lawyers 
are using smartphones or tablets to store data while on the road.  However, this mobility 
also increases security risks. 
 
Portable devices have a bad habit of being lost, stolen or misplaced.  The loss of the 
computing device is bad enough, but the loss of client data is far worse.  All firms must 
take steps to prevent unauthorized access to client data.  All devices must be password 
protected.  Furthermore, if the inadvertent disclosure of client data on your computer 
would be harmful or embarrassing, then be sure to use encryption technology for all 
client documents and data.    
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Mobile security issues also include remote access to your office network from 
authorized users.  The number of lawyers and staff who choose to work outside the 
office has exploded!  We now want to work when we want to work, from home, beach 
houses, and vacation destinations around the world.  The technological tools are many; 
each firm must to choose the remote tools that work best for their circumstances.  
However, with such flexibility comes a variety of security issues. 
 
Remote access can take a variety of favors, but all involve Internet connectivity in one 
way or another.  Many small firms use Internet subscription services like GoToMyPC to 
access their office computer from any Internet-connected computer. Others use 
software such as PCAnywhere to access their office computer from home.  Still others 
use more robust (and expensive) tools such as a Microsoft Exchange server or a Citrix 
server.  A full discussion of these options is beyond the scope of this paper; security 
remains our focus. 
 
 Whatever your remote access tool you use, institute the following policies: 
 

• All access must be password protected; all passwords to change every 60-90 
days; no partner or employee of the firm may disclose his or her password to 
anyone.  This includes prohibiting any user from using the “Remember me” 
feature (that automatically completes login names and passwords) on their 
remote computer.  This is especially true for employees who use the family 
computer at home. 

 
• Require all remote users to have the same level of Internet security as the law 

firm:  Any computer seeking to access your network must use firewalls, anti-virus 
software, anti-spyware, etc. 

 
• Review the security policies regularly to make sure system integrity is 

maintained.  
 
If you are going to use mobile computing then follow these recommendations: 
 

• Use a Software Firewall. 
• Consider using encryption for your e-mail and digital signatures. 
• Disable your wireless cards ad-hoc option. 
• Disable file and printer sharing. 
• Disable your wireless card if you’re not working online. 
• Be aware of anyone looking “over your shoulder” as you enter your passwords.  
• Consider using VPN software and a VPN endpoint if you have them. 
• Don’t provide your credit card number unless the site is protected by Secure 

Socket Layer (SSL). These sites are identified by https// in their URL. 
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Smartphone Security 
 
The current generation of wireless communication gadgets is truly amazing, especially 
when you compare them with their “bag phone” ancestors of only a decade or so ago.  
You can sort through your contacts, schedule items on your calendar, read and send 
email, surf the Internet, read and edit documents, listen to the radio or pre-recorded 
music, take and send photos, and talk to friends and clients, all on the same pocket-
sized device. 
 
Smartphones are the offspring of the marriage of the PDA and the cell phone.  They 
look much like handhelds, but they pack the added punch of allowing you to send and 
receive calls.  Although they may also be capable of synchronizing data with your 
workstation through a cable, they primarily rely on their wireless connectivity and your 
cell phone company’s network for information transfer. 
 
In order to understand the current and potential security threats to these tiny life savers, 
you need to think about their status as “wearable computers” and how they came to be. 
 
The development of the PDA and the convergence of the PDA and the cell phone 
parallel the development of personal and laptop computers in many ways.  Just as 
computers started out with small operating systems and ran very few simple programs, 
so did PDAs.  The desire for more programs on the PDA encouraged the development 
of larger and more robust operating systems, which in turn encouraged more robust 
PDA programs.  Finally, owners got tired of having to enter calendar items, contacts and 
phone numbers into both devices, or having to sync their phones with their PDAs 
through various means, and the smartphone was born. And along with this convenience 
came plenty of the same security problems that computer users currently face. 
 
First, because they are small and portable, smartphones are infinitely subject to being 
lost or stolen, placing the information stored on them at risk.  If the risk of the 
information becoming public is great enough, it simply shouldn’t be placed on any 
device which can be removed from the office in a casual manner.  Otherwise, the device 
should be password protected and, if appropriate, the contents should be encrypted. 
 
Second, these devices are slowly, but surely, becoming subject to all of the ghoulies 
and ghosties that personal computers encountered when they began to be regularly and 
consistently connected to the Internet, namely:  viruses, worms, and Trojan horses. 
 
As the virus writers get better, the possibilities for mischief, such as denial of service 
attacks and transmission of malicious code through handhelds and cell phones to other 
networked resources will increase.  There is also evidence that cell phone virus writers 
are starting to work on pests for the Microsoft smartphone operating system.   
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As their operating systems and features become larger and more complex in order to 
accommodate consumer needs (or what the cell phone companies tell us we need), 
every added line of operating system code will become a potential source of additional 
security problems.   
 
There are a number of encryption options for mobile phones. See “Smartphones for 
Lawyers: Selecting, Managing and Securing Them” by Sharon Nelson and John Simek 
for an excellent primer on smartphone considerations for lawyers. Keep in mind that in 
the city of Chicago alone the results of an international survey conducted by PointSec 
Mobile (now CheckPoint) reported that 21,000 “PDAs and Pocket PCs” were found in 
the back of Chicago cabs over a 6 month period.  The good news? Almost 14,000 of 
these devices were reunited with their owners.  
 
How does a cabbie find out to whom to return the lost device? Probably by turning on 
the device.  If it is password protected they will have little luck. You could put a small 
sticker on the back of the device with a phone number to report the phone if it is found.  
However, another safety net is to install or deploy the ability to remotely wipe the device 
if it should become lost or stolen.  Consider remote wiping as an extra step to keep your 
client’s confidential information out of the hands of others.  
 

Laptop Security 
 
Applications known as Remote Laptop Security (RLS) exist specifically to aid in the 
recovery of stolen laptops.  Computrace’s LoJack for Laptops is an example.  
GadgetTrak provides anti-theft protection for both PC and Macintosh laptops as well as 
mobile devices like cell phones and other portable electronics. Most RLS applications 
require the stolen equipment to be logged onto the Internet in order to be tracked, 
however regardless of whether or not the laptop is connected to the Internet, BackStopp 
will delete pre-selected files as soon as a stolen laptop is turned on. 
 
The best protection is one that prevents a theft in the first place.  While more difficult, a 
laptop computer in a docking station is not a true theft deterrent. More effective are 
security cables with keyed or combination locks by companies like Kensington. 
Additionally, the Targus Security Anchor Base Plate is designed to be attached to a 
desk or other furniture and further secures and locks down your notebook computer. 
 
The STOP Security Plate contains owner information encoded in a unique barcode that 
is adhered to the surface of a laptop computer.  The plate deters theft because if 
removed, it leaves an indelible message on the surface of the computer informing the 
world that it is stolen merchandise, thus affecting resale value. 
 
A standard laptop case is an invitation to a thief.  While traveling with your laptop 
computer, use a nonstandard carrying case that won’t broadcast its presence and then 
keep an eye on it. There are thieves that specialize in stealing laptops, as discussed in 
this ABC article.  While casual thieves are just looking to make a quick buck, 

http://www.senseient.com/articles/pdf/Smartphone_Management_Jan.pdf
http://www.senseient.com/articles/pdf/Smartphone_Management_Jan.pdf
http://www.pcworld.com/article/119702/lost_your_cell_phone_call_a_cab.html
http://www.pcworld.com/article/119702/lost_your_cell_phone_call_a_cab.html
http://www.lojackforlaptops.com/
http://gadgettrak.com/
http://backstopp.com/what_is_backstopp.aspx
http://us.kensington.com/html/11179.html
http://www.targus.com/us/product_details.asp?sku=PA400P
http://www.stoptheft.com/site/products_security_plate.php
http://www.abc4.com/news/local/story.aspx?content_id=297c442d-779f-444d-bae8-209439938289
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sophisticated criminals are looking for valuable data.  If your laptop falls into the wrong 
hands, make it tough for an unauthorized user to gain access to your laptop’s content. 
 Difficult power on passwords that contain a combination of letters, are numbers and 
special characters are a great first line of defense.  Next is data encryption which should 
be standard procedure for mobile computing users.  LaptopLock is freeware that 
protects data by encryption, deleting files and/or hiding them from unauthorized users. 

 

 

Encrypting Hardware 
 
The best encryption methods in the world are useless if not routinely implemented. A 
Computerworld article just reported a breach at Internet security giant VeriSign. While 
VeriSign, according to the website, “… enables and protects billions of interactions 
every day across the world’s voice and data networks”, this distinction did not prevent 
an unencrypted laptop containing the personal information of VeriSign Inc.'s current and 
former employees from being stolen. A security culture is imperative for all 
organizations. None are exempt 
 
System encryption makes the data of a desktop or laptop computer inaccessible or 
illegible without a passkey regardless of the application in which the file was created. 
The passkey should be a complex, yet memorable (to you) combination of letters and 
numbers.  Data encryption should be standard procedure for mobile computing users.  
LaptopLock is freeware that protects data by encryption, deleting files and/or hiding 
them from unauthorized users. Microsoft Windows provides some built in encryption at 
the file level: File encryption for Windows XP; Windows Vista and Windows 7. Other 
reliable encryption products encrypt the hard drive of a machine. The free TrueCrypt 
can encrypt the disc, as well as peripherals such as external harddrives and thumb 
drives, and runs on Windows, Linux, Ubuntu and Mac. PGP, the venerable encryption 
solution, encrypts Windows and Mac OS, as well as peripherals, for a reasonable price.   
 
Lastly, make sure that your backup medium is secure as well. Many portable storage 
drives will allow you to encrypt the data that you backup. Iomega, is one manufacturer 
of smart, portable encrypted storage solutions. 
 
Small storage devices such as thumb drives, external harddrives and the like can hold a 
tremendous amount of data. But they are also easy to lose. Password-protect these 
devices, and consider encryption if you frequently place confidential information on 
them. You can download a freeware encryption software such as TrueCrypt 
(www.truecrypt.org), or purchase an encryption-enabled thumb drive from Lexar 
(www.lexar.com). Also, consider a keychain device, lanyard or carrying case.  
 
 

http://www.thelaptoplock.com/
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9029379&source=rss_topic17
http://www.verisign.com/verisign-inc/index.html
http://www.thelaptoplock.com/
http://support.microsoft.com/kb/307877
http://windows.microsoft.com/en-US/windows-vista/Encrypt-or-decrypt-a-folder-or-file
http://www.truecrypt.org/
http://na.store.pgp.com/whole_disk_encryption.html
http://www.iomega.com/na/landing.jsp?FOLDER%3C%3Efolder_id=26891123&PRODUCT%3C%3Eprd_id=23942851&ASSORTMENT%3C%3East_id=26890319&bmUID=1187036820521
http://www.truecrypt.org/
http://www.lexar.com/
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Software as a Service  
 
As more and more lawyers adopt software as a service, or software that is in “the 
cloud”, it will be important to know how secure these connections are. Your SaaS case 
management provider should provide secure sockets layer (SSL) encryption when you 
access your client files online. Similarly, you will want to make sure any integration 
remains encrypted. Data integrity, availability, and security are among the most 
important concerns with SaaS. Have your SaaS provider show you their “service level 
agreement” (SLA) to outline who owns the data, under what circumstances you can 
access your data and take it with you, and how they are securing it.  
 
A typical Web host will place its servers in a secure location and provide disaster 
recovery support. This will handle most business disruptions but it does not deal with 
the issue of the company going out of business. For instance, practice management 
SaaS Clio offers third party data storage, so that your data is replicated in an encrypted 
format to a third party who holds it, as it were, in escrow. If Clio were to shutter, you 
would be able to recover your data from the third party. They are storing the data in a 
common data format (comma separated value, CSV) to make it as portable as possible. 
 
A number of ethics opinions that touch on the tenants of cloud computing generally 
agree that lawyers should maintain reasonable care in evaluating the services of a 
cloud or third party provider.  For instance: 
 

- The New York State Bar Association Committee on Professional Ethics 
concluded that a lawyer may use a “cloud computer data backup system to store 
client files provided that the lawyer takes reasonable care to ensure that the 
system is secure and that client confidentiality will be maintained.” See Opinion 
842 (9/10/10). 

- The State Bar of California Standing Committee on Professional Responsibility 
and Conduct issued Formal Opinion 2010-179 discusses whether an attorney 
violates the duties of confidentiality or competence when using technology to 
transmit and store client information when it may be susceptible to unauthorized 
access by third parties. They conclude that this will depend on the particular 
technology being used and the circumstances surrounding such use. 

- Alabama Opinion 2010-02; “The Disciplinary Commission agrees and has 
determined that a lawyer may use “cloud computing” or third-party providers to 
store client data provided that the attorney exercises reasonable care in doing 
so. The duty of reasonable care requires the lawyer to become knowledgeable 
about how the provider will handle the storage and security of the data being 
stored and to reasonably ensure that the provider will abide by a confidentiality 
agreement in handling the data. Additionally, because technology is constantly 
evolving, the lawyer will have a continuing duty to stay abreast of appropriate 
security safeguards that should be employed by the lawyer and the third-party 
provider.  

- Arizona Opinion 09-04 opined that ”lawyers providing an online file storage and 
retrieval system for client access of documents must take reasonable 

http://www.nysba.org/AM/Template.cfm?Section=Ethics_Opinions&CONTENTID=42697&TEMPLATE=/CM/ContentDisplay.cfm
http://www.nysba.org/AM/Template.cfm?Section=Ethics_Opinions&CONTENTID=42697&TEMPLATE=/CM/ContentDisplay.cfm
http://ethics.calbar.ca.gov/LinkClick.aspx?fileticket=wmqECiHp7h4%3D&tabid=837
http://www.alabar.org/ogc/fopDisplay.cfm?oneId=425
http://www.myazbar.org/ethics/opinionview.cfm?id=704
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precautions to protect the security and confidentiality of client documents and 
information.  Lawyers should be aware of limitations in their competence 
regarding online security measures and take appropriate actions to ensure that a 
competent review of the proposed security measures is conducted.  As 
technology advances over time, a periodic review of the reasonability of security 
precautions may be necessary.” 

- In Massachusetts Opinion 05-04 the committee determined that “A law firm may 
provide a third-party software vendor with access to confidential client 
information stored on the firm’s computer system for the purpose of allowing the 
vendor to support and maintain a computer software application utilized by the 
law firm.)” 

- Nevada Opinion 33 (2006) states “the attorney’s electronic client files, which 
contain confidential client information and communications, are stored on a 
server or other computer device which is physically located and maintained by a 
third party outside the attorney’s direct control and supervision. It is assumed that 
the attorney can, as part of his or her service contract with the third party, require 
that all reasonably necessary means be employed by the third party to preserve 
the confidentiality of the information and to prevent unauthorized access to it and 
disclosure of it. It is also assumed, however, that employees of the third party 
agency will, by virtue of their employment, have access, both authorized and 
unauthorized, to the confidential client information.” 

- New Jersey Opinion 701 (2006) suggests that New Jersey lawyers may maintain 
client files electronically with a third party as long as the third party has an 
enforceable obligation to preserve the security of those files and uses technology 
to guard against reasonably foreseeable hacking. 

- After multiple years of debate, North Carolina State Bar adopted 2011 Formal 
Ethics Opinion 6 on “subscribing to Software as A Service while fulfilling the 
duties of confidentiality and preservation of client property”.  In summary they 
found that as long as steps are taken to minimize the risk of inadvertent or 
unauthorized disclosure of confidential client information, lawyers can use SaaS, 
invoking the “reasonable care” standard.  

- Pennsylvania Formal Opinion 2011-200 covers use of “the cloud” including web-
based email. The committee says that attorneys can ethically store confidential 
client material in the cloud, provided the attorney takes reasonable car to ensure 
confidentiality is maintained and reasonable safeguards are employed to protect 
the data from breaches, loss, and other risks.  In part C of the opinion a number 
of suggestions for what the standard of reasonable care may include, such as 
limiting information that is provided to others to what is required, needed or 
requested, ensuring that a cloud provider explicitly agrees that it has no 
ownership or security interest in the data, will notify the lawyer if requested to 
produce data to a third and provide the lawyer with the ability to respond before 
the information is produced, and more.  

 

Discarding Old Equipment 
 

http://www.massbar.org/publications/ethics-opinions/2000-2009/2005/opinion-05-04
http://ftp.documation.com/references/ABA10a/PDfs/3_12.pdf
http://www.judiciary.state.nj.us/notices/ethics/ACPE_Opinion701_ElectronicStorage_12022005.pdf
http://www.ncbar.gov/ethics/ethics.asp?page=13&from=1/2011&to=1/2012
http://www.ncbar.gov/ethics/ethics.asp?page=13&from=1/2011&to=1/2012
http://www.slaw.ca/wp-content/uploads/2011/11/2011-200-Cloud-Computing.pdf
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Discarding or donating an old law office computer is a task that should not be taken 
lightly. Without properly discarding the information contained on the hard-drive, you may 
violate your jurisdiction's confidentiality rule.  Just deleting everything on the hard drive 
probably is not enough, as the information can be easily restored and viewed.  You 
should take reasonable additional steps to make sure the information remains 
confidential.   
 
In most instances, the best thing to do is to reformat the hard drive or use a software 
utility that "wipes" the hard drive clean.  There are numerous products such as Dirk’s 
Boot and Nuke (DBAN), WipeDrive and Sure Delete that are shareware programs 
(available on zdnet.com) and commercial products such as Norton CleanSweep.  But 
not all drive erasers are the same.  Those that claim they meet Department of Defense 
standards are probably the best place to start.   
 
If the information on your hard drive is VERY sensitive, then consider removing the hard 
drive from the computer and keeping it or physically destroying it.  Yes, it significantly 
reduces the value of your donation, but isn't it better to be safe than sorry? 
 
Once you’ve got your old computer wiped clean of any data from your practice, you may 
need some help finding a new home for it.  There could be many groups in your area, 
from schools to charities, that would love to have your used computer.  If not, you will 
want to take a look at the National Cristina Foundation (www.cristina.org). 

Social Networking  

Social Networking Policies 
To get a sense of what is being included in these policies you can see actual policies for 
a number of different types of businessesi, as well as templates, have been collected by 
the blogger Rex Gradeless at the Social Media Law Student blog. Also helpful may be 
this article with resources: “Developing a Law Firm Social Media Policy” from 
Washington State.  These may provide insight on the provisions to be considered, 
especially when a law firm is using social media as part of an overall 
marketing/branding/communication strategy.  

Social Networks and Security 
When creating a profile in any social networking site, lawyers should be mindful of how 
much information they provide. By providing enough personal information a thief could 
easily steal your identity.  Likewise, it is not necessary or wise to reveal details about 
upcoming travel, as it has led to burglary of a home.  In addition, use strong passwords, 
and do not use the same password for your webmail accounts and social networking 
accounts.  
 
Be mindful of scams, hacks, worms, and other things that go bump in the night 
 on social networking sites.  News comes out almost daily regarding exploits and bugs 

that could lead to identity theft and more.  A rule of thumb is always to scrutinize who 
you allow to become your “friend”, block access to unknown or suspicious followers in 

http://www.cristina.org/
http://socialmedialawstudent.com/social-media/social-media-policies/
http://socialmedialawstudent.com/social-media/social-media-policies/
http://www.kcll.org/wordpress/2011/10/31/developing-a-law-firm-social-media-policy/
http://www.nextadvisor.com/blog/2008/03/04/6-tips-to-protect-your-identity-on-facebook/
http://www.nextadvisor.com/blog/2008/03/04/6-tips-to-protect-your-identity-on-facebook/
http://www2.nbc13.com/vtm/news/local/article/hoover_police_officers_arrest_facebook_burglary_suspects/85781/
http://new.abanet.org/sitetation/Lists/Posts/Post.aspx?ID=411
http://new.abanet.org/sitetation/Lists/Posts/Post.aspx?ID=411
http://blogs.zdnet.com/feeds/?p=288
http://information-security-resources.com/2009/08/17/top-8-social-media-security-threats/
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Twitter, and always be wary of deals that are too good to be true, or requests to view 
videos or links that seem to prey on your curiosity or vanity.  Always use antivirus 
protection, antispyware, and a firewall that protects against incoming and outgoing 
internet traffic.  

Ethics and Social Networking 
There are no ethics opinions specific to lawyer’s participation in online social networking 
sites known to the author when this paper was written.  However, that does not mean 
that existing ethics rules and opinions do not inform an attorney’s duties when 
participating in these sites.  The ethics rules should be read carefully before embarking 
in the use of social networking sites, most specifically those networks like LinkedIn 
where interaction is generally deemed professional, and thus could be scrutinized as 
commercial.  In addition to the overarching ethical responsibility to maintain 
confidentiality (ABA Model Rule 1.6), the rules regarding communication, solicitation, 
and advertising (ABA Model Rules 7.1 – 7.4) should be considered in this light. For 
instance, lawyers are required to avoid false or misleading communication about the 
lawyer or her services.  It is easy to engage in hyperbole, exaggeration and off the cuff 
remarks in online social networks.  This also includes being completely truthful in your 
profile. Attorneys must be extremely careful with these behaviors.  If lawyers are 
embedding videos into social networking sites, like YouTube, are these considered real-
time electronic contact, thus a prohibited solicitation? Or could the video be considered 
an advertisement that would need review in some states? In California testimonials 
must be accompanied with a disclaimer. If a LinkedIn connection submits a 
recommendation to your LinkedIn profile would that require a disclaimer, especially if 
the recommendation suggests your prowess and skill as a lawyer?  In Illinois, lawyers 
are prohibited against listing specialties unless they have certification with entities listed 
in RPC 7.4.  Does listing them on a profile run afoul of the rule?  ARDC Chief Legal 
Counsel James Grogan suggests removing the risk by prefacing their listing with a 
statement drawing language from the rule.  
 
The state disciplinary agencies have, at different times, reacted to new technologies, 
such as websites and blogs, with a zealous approach that many saw as a lack of 
understanding regarding the technologies.  It would be best for lawyers to be cautious, 
and be able to justify their activities on social networks in light of, rather than despite of, 
the ethics rules.   Common sense and restraint, separating personal and professional 
networks, and a knowledge of the rules will go a long way in helping attorneys show 
how participation in social networks and microblogs helps the public perception of 
attorneys.  When examples like the recent attorney blogger who publically commented 
on confidential client information, as well as making denigrating remarks about judges, 
became a headline generating disciplinary action in Illinois, everyone suffers.   
 
There are a few ethics opinions regarding lawyer’s use of online social networks for 
investigative purposes. The Philadelphia Bar Professional Guidance Committee 
addressed in Opinion 2009-02 whether it was permissible for an attorney to direct an 
investigator or third party to become Facebook friends with a non-party witness in order 
to obtain adverse information. The opinion held that that this action would be 

http://www.isba.org/ibj/2011/10/friendingyourenemiestweetingyourtri
http://iln.isba.org/2009/09/03/may-illinois-lawyers-list-their-specialties-on-linkedin
http://iln.isba.org/2009/09/03/may-illinois-lawyers-list-their-specialties-on-linkedin
http://legalblogwatch.typepad.com/legal_blog_watch/2005/06/will_kentuckys_.html
http://legalblogwatch.typepad.com/legal_blog_watch/2005/06/will_kentuckys_.html
http://www.abajournal.com/news/blogging_assistant_pd_accused_of_revealing_secrets_of_little-disguised_clie/
http://www.philadelphiabar.org/WebObjects/PBAReadOnly.woa/Contents/WebServerResources/CMSResources/Opinion_2009-2.pdf
http://www.philadelphiabar.org/WebObjects/PBAReadOnly.woa/Contents/WebServerResources/CMSResources/Opinion_2009-2.pdf
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professional misconduct under Rule 8.4 that prohibits lawyers from “engag[ing] in 
conduct involving dishonesty, fraud, deceit or misrepresentation”, as well as violating 
duties under Rule 5.3 (non-lawyer assistants) and Rule 4.1 (truthfulness in statements 
to others).  San Diego County, New York City, and New York also promulgated opinions 
on use of social media for background and investigation.  
 
Attorneys who are government employees have further legal and regulatory 
considerations regarding their participation in social networking sites. Compliance with 
the EGovernment Act of 2002 or the Hatch Act of 1939 or scrutinizing the Terms of 
Service regarding provision on indemnification and endorsement are just some of the 
additional responsibilities government lawyers might have to consider before jumping 
into social networking.  
 
In addition to the number of missteps lawyers can make resulting in disciplinary actions 
and sanctions, there are a growing number of defamation and libel cases cropping up 
due to social network communications.  Despite the fact that it may be “between 
friends”, consider how you would feel if your posts were echoed on the front page of the 
New York Times.  Think before you type! 

 

Legal Research 
 
Both print and digital resources for legal research have advantages and disadvantages. 
Print materials must be updated to be accurate, forcing the attorney to seek out 
updates, replacement volumes, and pocket parts. Online resources, however, while 
more up-to-date, may encourage a certain amount of complacency – a simple search 
yields no documents so ergo there must be no applicable law.  Good legal research 
skills come with training and practice.  A good researcher will know when to seek a print 
source or an electronic one. Some electronic resources are easier and more up-to-date 
than their print counterpart, such as Shepards™.  Some resources, such as secondary 
treatments, are more practical in print.  
 
The Internet offers a tremendous amount of free research resources for law and 
business. However, make sure that you know the source and authority before using 
materials. Blogs and wikis proliferate in the legal word and can be great sources of 
information. However, there is no editorial process so double check and verify anything 
you find on the free Internet.  
 

 

The Cost of Free 
 
Recently Office Watch reported that 60 Gmail users lost all of their email because of a 
program glitch. The article then provides some useful instruction on how to backup web-

http://www.netforlawyers.com/content/legal-ethics-opinions-lawyers-attorneys-social-media-investigative-background-research-0045
http://www.nytimes.com/2009/09/13/us/13lawyers.html?_r=2
http://www.nytimes.com/2009/09/13/us/13lawyers.html?_r=2
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based email to your local harddrive or server. Ironically, if you are not adequately 
backing up your harddrive or server, it is likely that the online webmail repository will 
serve as a backup, if the need arises. On January 4th 2007 The New York Times 
published an article by David Pogue entitled "Fewer Excuses for Not Doing a PC 
Backup". The article describes different online services that offer free and low cost 
online storage and backup services. While many are lured by the price tag, attorneys 
must give thought to the potential repercussions of relying on free technology for 
mission-critical functions.  
 
Free software often provides little to no technical support, or maintenance. Some 
free software, like Google Desktop Search, can create privacy concerns, depending on 
its configuration. Free online services in BETA often become fee-based if successful, or 
lose funding and disappear entirely. Lawyers should be extremely zealous in 
investigating free downloads and read the EULA (end user license agreement) or Terms 
of Use  to make sure they are not agreeing to download adware or spyware along with 
the free software, and also check for potential privacy concerns.  
 
As for online backup, while the services mentioned in the New York Times article may 
be useful, online backup providers should be well scrutinized by any law firm 
considering this backup strategy. The article points out some of the disadvantages, 
including the time for the initial backup and any restores, security, and corporate 
longevity. For lawyers add to that the complexities of storing confidential client 
information with a third party and the repercussions. This is not to say that online 
backup is inherently too risky for attorneys. It simply means that free and low cost 
options may not be the right solution.  
 
The next generation of software is going to be on the Internet - call it .Net, ASP, or 
SaaS (software as a service) - with some distinct advantages. Lawyers need to be 
ready to take advantage of this model, and be smart about selecting software and 
services, whether free or fee. When it comes to business applications and backup the 
price of free could be high indeed. 
                                            
 



 

Five Steps for Extra Security 
 

Most lawyers and law firms know what they should be doing to maintain a secure computing 
environment in order to comply with ethics rules regarding confidentiality, as well as data breach 
notification laws.  This list includes maintaining firewalls and up-to-date anti-virus and anti-
malware, maintaining vigilance when opening attachments and surfing the Internet, using strong 
and different passwords for each important login, scrutinizing the security protocols of cloud 
providers, maintaining adequate backup files, and keeping operating systems patched.  However, 
there are still reports almost daily of companies – and even law firms – experience breaches. What 
else can be done to minimize risk? In a fascinating four part discussion in Forbes, security expert 
Alan Paller, director of research for the SANS Institute, writes of a conversation with a managing 
partner and IT partner at a large New York law firm.  The topic?  A data breach at the law firm.  The 
firm was notified by the FBI that client data had been found on servers in China. The partners 
wanted Paller to explain how this could have happened – and how to avoid a recurrence.  What can 
you do to keep hackers at bay that you aren’t doing now? 

1. Protect Your Email Address 

Many law firms use easy to guess email addresses such as firstname.lastname@lawfirm.com or 
firstinitiallastname@lawfirm.com.  A quick check of a firm’s website will usually confirm the 
pattern. This makes it easy for hackers, coupled with your IP address, to spoof email and send a 
Trojan or other malware disguised as an attachment that appears to be from someone inside the 
firm.  This is an example of social engineering, or tricking someone into helping perpetrate a hack.  
So, what to do? On the open web do not post email addresses for the individual members of the 
firm.  Use a contact form, or an ‘info@’ address that is generic and can be scanned and routed upon 
coming into the firm.  Alternatively use something like the Hivelogic Enkoder form to avoid actually 
posting your email address on your website.  In social media profiles do not include your email 
address, as most provide the ability to message you from the platform, such as Twitter’s direct 
message or LinkedIn’s Inbox. You can have these messages forward to your Outlook or Gmail 
account so you don’t miss them.  

Another thing to do is scan all email attachments by default. There are settings in most antivirus 
applications that will do this, and Gmail does this by design.  

  

2. Practice Safe Patching 

Recently headlines have been buzzing with zero day exploits, including those for Java and Internet 
Explorer. While these exploits have made news, many others do not. It is essential to keep all 
applications, add-ons, and applets patched on your machine. Easy targets for hackers include Adobe 
Flash, Apple’s QuickTime,  Adobe Reader, and the aforementioned Oracle Java.  These programs run 

http://www.forbes.com/sites/ciocentral/2012/03/05/conversations-on-cybersecurity-part-4-effective-protection/
mailto:firstname.lastname@lawfirm.com
mailto:firstinitiallastname@lawfirm.com
http://hivelogic.com/enkoder/
http://support.google.com/mail/bin/answer.py?hl=en&answer=25760


in the background most of the time and are usually called up only when needed by a web site. Do 
not ignore reminders to update these applications. If you are unsure whether the message to 
update is in itself a virus a quick Google search will usually confirm whether a patch has been 
issued.  

 

3. Revoking Power 

In many large organizations end users do not have administrative privileges on their machines. IT 
departments can reduce security threats by locking down computers on the network so that they 
do not have the permission to actually install anything.  Most people are resistant to this policy, so 
IT is constantly battered with requests to make an exception, just for them. However, this is one of 
the best ways to keep a computer from unintentionally installing malware or viruses in the 
background. While Apple’s OS X and Windows 7 have made major strides in alerting the user to 
provide permission to install software, these alerts will also be bypassed by smart viruses. By 
removing administrative rights, this threat is significantly reduced. Even solos running non-
networked computers should set up the system so that the primary login does not have 
administrative rights.  

Another tactic, which is considered “security through obscurity” rather than an actual security 
software or policy, is to change administrative defaults and privileged accounts.  When possible 
change the default administrative name, ports, or directory names for things like routers, network 
installed software, individually installed software, or network shared ports. 

All mobile devices that have the ability to connect with the firm’s network (including via Outlook 
Exchange or Dropbox) must have strong password protection, and the firm must be able to 
remotely wipe the date.  Firm policy should require that users notify IT staff or the office 
administrator if the device is lost or stolen immediately. 

4. Quarantine Those Files 

Many firms keep information that could be classified as sensitive. This includes files with personally 
identifiable information (social security numbers, date of birth, credit card information) as well as 
confidential client information.  Depending on the practice area, lawyers may have other sensitive 
information like health records,  trade secrets, and employment information.  All of this sensitive 
information should be protected by extra methods and encrypted.  Encryption is a relatively easy 
way to keep sensitive information protected. Windows 7 and Mac OS X come with built in 
encryption tools to protect information on the hard drive and in folders, and third party products 
like the open source TrueCrypt let you encrypt specific disc partitions, as well as storage devices 
such as external hard drives or USB flash drives.  

If you resist using a password manager such as LastPass or Roboform, but still keep passwords in a 
file on your computer, consider something like Steganos LockNote for passwords and other 
information that needs special consideration.  

http://www.computerworld.com/s/article/9228917/10_crazy_IT_security_tricks_that_actually_work?source=CTWNLE_nlt_security_2012-07-09&utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+computerworld%2Fs%2Ffeed%2Ftopic%2F17+%28Computerworld+Security+News%29
http://www.truecrypt.org/
https://www.steganos.com/us/products/for-free/locknote/overview/


For lawyers sending files to third party sites like DropBox or SugarSync, consider adding 
encryption to sensitive files using tools like BoxCryptor or SecretSync.  

5. Avoid Targeted Attacks 

Firms must maintain constant vigilance against social engineering, and train all staff and lawyers to 
be wary.  Social engineering is a method of tricking a person to open the door for malicious attacks, 
and usually prey on fear, vanity, or the desire to help someone in need. You have all seen them: the 
direct message from Twitter from someone you know asking “what are you doing in this video?”; 
the email from a friend needing you to send money via electronic transfer because she lost her 
wallet while traveling outside of the country;  the email from the Better Business Bureau requesting 
you to click through to see a negative report that has been filed; and the list goes on. Learn to 
recognize the signs, practice defensive computing, and exercise skepticism to avoid having one of 
these tricks best you.  

Conclusion 

Security is a cat and mouse game, unfortunately with the hackers often having the upper hand. 
Maintaining computer defenses requires awareness, and sometimes procedures that seem 
draconian or time consuming.  However, today’s currency is information and law firms have legal 
and ethical duties to protect client information.  Take the time and trouble to protect it as well as 
you possibly can.  

http://www.symantec.com/connect/articles/social-engineering-fundamentals-part-ii-combat-strategies
https://www.evernote.com/Home.action?login=true&login=true&targetUrl=%2FHome.action%3Flogin%3Dtrue#n=cd866914-4c50-4e64-860f-95a9550af809&t=5760b757-39ba-4163-ace0-5d5203907937


Backup may not be front-and-center at your law firm, but your 

data certainly is. Given how critical your firm’s information is for 

day-to-day business, as well as the importance of complying with 

data retention requirements, your backup strategy should take a 

spotlight in your technology planning.

“Backups are not very glamorous, but on the other hand, when you 

have a partner at the firm whose work station goes kaput, you 

need to be able to get that back to a steady state as quickly as 

possible,” said Diana Fasching, Senior Advisor at Redgrave LLP.

This article will discuss recent trends in backup technology within 

law firms – including backup tools, third-party backup providers, 

and disaster planning – along with best practices for implementing 

effective backup policies within your firm.

BACKUP 
PLAN
Trends and best practices in  
law firm backup technology
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BACKUP METHODS
The influx of electronic data, particularly within litigation 
firms and departments, and a desire to pursue more 
advanced, reliable technology is driving many firms from 
tape backup toward cloud- or disk-based strategies. “The 
numbers for litigation practice firms [are] just crushing the 
traditional	backup	system,”	said	Jay	Kozie,	Principal	with	
Keno	Kozie	Associates,	an	IT	consulting	firm	focused	on	
law firms. “It’s just no longer a viable option.” But backup 
tapes haven’t been kicked to the curb yet, with many 
firms still relying on the technology entirely or in part for 
their backup needs. Below are some of the latest trends in 
backup solutions.

•   Disk backup: leading the pack 
Disk backup is a common backup tool for legal 
professionals. In fact, the most popular backup method 
for lawyers is the external hard drive, according to the 
2012 American Bar Association Legal Technology Survey 
(“ABA Legal Technology Survey”). More than one-third 
of respondents reported that their firms use external 

hard drives to back up their data, with an overwhelming 
66.2 percent of solos and 46.6 percent of small firms 
(of two to nine attorneys) using this tool. (Note that the 
majority of respondents in firms with more than 100 
attorneys did not know how their firms back up data.)

  In certain instances, firms may be able to use the same 
software that they used for tape backup with their disk 
backup tools. The resulting cost savings appeal to firms 
who have made significant investments in their tape 
backup systems and aren’t yet ready to reinvest in new 
technology,	said	Kozie.

  Another popular disk backup strategy is to add internal 
hard drives to the firm’s backup servers, which can 
significantly	increase	storage	capacity	and	speed.	Kozie	
views this method as an interim solution for firms not 
yet ready to leap into the cloud but seeking a more 
efficient backup option to tapes alone. Firms will often 
back up to the internal hard drives overnight and will 
then copy the data to tape the next day.

“ Backups are not very glamorous, but on the other hand, when you have a partner 
at the firm whose work station goes kaput, you need to be able to get that back 
to a steady state as quickly as possible.”

Diana Fasching, Senior Advisor, Redgrave LLP

Hurricanes, fires, floods, tornados, earthquakes – disasters big 

and small can strike without warning, and law firms need to be 

prepared to serve their clients through any crisis. But where should 

a firm begin when it’s trying to develop a business continuity plan? 

The ALA Research Center has many resources to help administrators 

navigate the disaster planning process. Visit www.alanet.org/research 

for studies, Management EncyclopediaSM articles, toolkits and more 

on disaster preparedness. 

ARE YOU PREPARED  
FOR A DISASTER?

Reprinted with permission from Legal Management magazine, Volume 31, Issue 6, published by the Association of Legal Administrators, www.alanet.org



LEGAL MANAGEMENT SEP TEMBER 2012 57

•    Data in the cloud 
Cloud backup involves storing data to third-party data 
centers outside of a firm’s physical location. While cloud 
backup isn’t yet as prevalent as disk backup – only 16.2 
percent of respondents to the ABA Legal Technology 
Survey reported using online backup within their firms 
– the technology is gaining ground. Law firms are 
increasingly turning to cloud backup because of its speed 
and	storage	capacity,	according	to	Kozie.	

  One trend that some firms are adopting is hybrid cloud 
backup. With this method, data is initially stored on a 
local backup appliance located within the firm’s office 
and is subsequently stored in the cloud. This incremental 
backup process usually incorporates snapshot technology 
to	copy	and	store	the	data.	Kozie	describes	this	solution	
as a “much better technology for figuring out what has 
changed and getting that backed up with much less 
time and much less data that needs to be copied.”

•   Tape backup: oldie but goodie 
While it may not be the leader in law firm backup 
anymore, tapes are still part of the data storage 
conversation. Just under 14 percent of respondents to 
the ABA Legal Technology Survey indicated that their 
firms use tape backup, and interestingly, around one-
fourth of respondents from firms with 10 to 49  
attorneys reported tape use.

  “You’d think that more people would be getting away 
from tape,” said Catherine Sanders Reach, Director, Law 
Practice Management and Technology for the Chicago  
Bar Association. “Tape is still cheap and easy. While we 
know it’s susceptible to breakage and not a good long-
term storage device ... tape is still the cheapest,”  
she said.

WHO’S GOT YOUR BACK ... UP?
Almost as important as the type of backup storage your 
firm uses is who is handling your firm’s backup process. 
Many firms are hiring third parties to oversee backup and 

storage, especially smaller law firms or firms with small IT 
departments, said Reach, who thinks outsourcing backup 
to an expert can be beneficial for firms. 

Selecting a reliable third party to meet your firm’s data 
needs is critical, and firms should include the following 
considerations in their analyses:

•   Find a provider you trust. 
For Redgrave LLP, one of the benefits of partnering with 
a third party to backup the firm’s data is no longer having 
to worry about the backup process internally. The firm 
found a company that they had worked with in the past 
and trusted. “As a law firm administrator, I don’t really 
care about what backup technology is being used, as 
much as I have confidence in who’s running that and 
who’s making those decisions,” said Fasching.

•   Define your needs and goals. 
It’s important to understand your firm’s backup 
requirements and objectives before selecting a third-party 
provider. When LeClairRyan decided to overhaul some of 
its technology, including its backup processes, the firm put 
together an RFP to define the exact IT needs it required 
from a third party. “I think a good thing to do is to just 
have a complete map of the as-is data environment,” said 
Howard Phillips, Chief Information Officer of LeClairRyan. 
Firms should lay out relevant information like types and 
amounts of data, networks, current backup tools and 
users. From there, firms can determine weaknesses and 
growth areas. 

  Also important is defining your firm’s service 
expectations. For Phillips, that meant finding a third 
party with specific operational experience who 
understood mission-critical service. Law firms often work 
around the clock for their clients and should make sure 
that their third-party providers will keep up with their 
24/7 demands. Among the priorities firms should consider 
are recovery turnaround time, backup frequency, service 
consistency and retention duration.

“ Even if your backup system works fine now, chances are it will die or it will break. 
It may not die or break with months of warning for you to lay out your strategy.”

Jay Kozie,	Principal,	Keno	Kozie	Associates
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•   Choose an established provider. 
When it comes to new technology like cloud backup, 
firms should seek an established third-party provider 
with a solid reputation and experience providing large-
scale backup. “This is one of those times when you 
probably	want	to	follow	the	pack,”	said	Kozie.	There	is	
value in using companies that other firms have already 
vetted and approved. 

PREPARING FOR A DATA DISASTER
Many firms are focused on disaster recovery, according to 
the ABA Legal Technology Survey, which found that 61 
percent of respondents’ firms have disaster recovery plans. 
Kozie	has	observed	a	“renewed	interest	in	disaster	recovery	
in the last 18-24 months,” which he attributes at least in 
part to disaster recovery being offered with many cloud 
backup solutions.

Whether it’s as small as an individual hard drive crashing, 
as	localized	as	a	fire	within	your	building,	or	as	devastating	

as a hurricane, firms must be prepared not only to recover 
all of their data but to do so as quickly and seamlessly as 
possible to avoid any disruption in servicing their clients. 
“Backup to me is just a piece of the overall business 
continuity plan,” said Reach, who stresses the importance 
of	firms	being	prepared	for	disasters,	including	localized	
events that may affect only your firm. 

MAINTAINING LEGACY DATA
While firms are exploring new technology to back up their 
new data, many are sticking with their old systems when it 
comes to legacy data. Most firms maintain legacy data in 
its original form and only implement new technology going 
forward,	said	Kozie.	As	a	result,	firms	who	have	moved	from	
tape to a newer technology continue to maintain their tape 
drives so that they can restore any legacy data that they need.

BEST PRACTICES FOR BACKUP
Whatever backup technology your firm implements, it’s 
important to follow certain best practices to ensure that 

Firms should investigate their provider options seriously, assessing the company’s experience, 
reputation, services, law firm clients, recovery turnaround time and any other factors critical to 
the firm’s needs. Jay Kozie, Principal of the IT consulting firm Keno Kozie Associates, recommends 
that firms use well-established, reputable third-party providers, such as one of the below 
companies, rather than a fledgling startup. 

BACKUP PARTNERS  
IN THE CLOUD

Ready to transition to cloud backup but not sure which third-party 
provider best suits your needs?

Whether	it’s	as	small	as	an	individual	hard	drive	crashing,	as	localized	as	a	fire	within	your	building,	
or as devastating as a hurricane, firms must be prepared not only to recover all of their data  
but to do so as quickly and seamlessly as possible to avoid any disruption in servicing their clients. 
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your backup process is smooth and effective. Consider some 
of the following tips when executing your backup strategy.

•   Make backup a priority. 
Firms can’t afford to wait until after their information 
is	harmed	to	establish	a	backup	solution;	it	must	be	
a priority. “Disasters are very low-probability events, 
but they’re fatal,” said Phillips. “And data and disaster 
recovery are never seen as urgent unless you have a 
problem, and then they’re everything.” Make sure that 
you have appropriate backup measures in place and a 
business continuity plan so you can bounce back quickly 
from a crisis.

•   Be redundant. 
When it comes to backup, keeping multiple backups of 
your data in different locations is a smart way to ensure you 
will be able to access your information in an emergency. 
“The more redundancy you can have, the better,” said 
Reach. For those firms using third-party backup providers, 
Reach also recommends keeping a local copy of the 
firm’s data so that if an issue arises with your provider or 
the provider experiences its own disaster, you can easily 
access your own data.

•   Don’t forget about the client. 
All firms want to protect their information, but firms 
should remember that they are protecting their clients’ 

data too, so an appropriate backup solution is essential. 
A client doesn’t want to hear that its data has been lost 
or compromised, said Phillips.

•   Make it easy. 
One goal of proper backup measures is that business will 
continue uninterrupted in the event of an emergency. 
Your backup strategy should likewise aim to have little 
impact on attorney and staff productivity. “Do things in 
such a way that it’s basically invisible to them, so they’re 
not being impacted,” said Fasching. 

•   Stay current. 
Even if your firm is comfortable with your current backup 
process, you should still stay up to date on the latest 
backup trends and tools so that you are prepared to 
update your strategy when needed. “Even if your backup 
system works fine now, chances are it will die or it will 
break,”	said	Kozie.	“It	may	not	die	or	break	with	months	
of warning for you to lay out your strategy.”  g
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Barracuda Networks: Through its data protection services, 
Barracuda Networks offers backup and archival solutions. 
www.barracudanetworks.com/products

EVault: Identifying itself as a preferred vendor of the ABA, 
EVault provides such tools as data protection, disaster recovery, 
and business continuity planning to law firms. www.evault.
com/solutions/solutions-by-industry/law-firms.html

Iron Mountain: Iron Mountain offers “integrated law firm 
services,” including records management, document imaging, 
and information and records management consulting. www.
ironmountain.com/Solutions/Law-Firms.aspx

nScaled: Focused on Recovery-as-a-Service, nScaled provides 
protection and recovery of data, servers, and data centers. 
www.nscaled.com/English/Services/raas_Overview.php
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Managing Email 

Introduction 
The advent of e-mail is no doubt one of the most important technological advancements 
of the past 25 years, and has fundamentally changed the way we communicate and do 
business. But with the positives, come a few negatives as well: E-mail allows us to send 
messages quickly and on our own timetable, but the price is that we have limited control 
over the influx of messages we receive from others. Email allows our recipients to 
quickly respond to our correspondence but in turn creates a culture of immediate 
response to the messages we receive. Email allows a simple, effective way to 
memorialize our interactions with clients but can create an incredible tangle of relevant 
and irrelevant email that we are hesitant to alter or delete. Given all the pluses and 
minuses of email it is easy to become overwhelmed with an out of control Inbox, which 
is what leads us to question – is there a way to manage our e-mail rather than being 
managed by it?  

Avoiding Inbox Overload 
One thing that all email clients, both web and client based have in common is the 
starting point: a large and seemingly friendly bucket called the inbox. This simple 
metaphor quickly becomes a nightmare for many people as they struggle to clear 
messages out of it as it comes in. To help avoid inbox overload don’t use your inbox as 
a catch-all folder for everything you need to work on. Doing this almost guarantees that 
at some point you will miss something important and it will destroy your morale to watch 
the never-ending scroll of incoming messages as they arrive. Putting all messages to or 
from a specific client into one folder makes it easier to review the messages relevant to 
just that client.  
 
There are several e-mail management “philosophies” including declaring e-mail 
bankruptcy (not suggested for lawyers),  GTD (Getting Things Done), Inbox Zero, and 
the 4 Hour Work Week. To summarize the best advice of the various philosophies: 

1. Deal with e-mail once (RAFT or DAFT) 
o Read and delete (or just delete) 
o Read and act (if under 2 minutes) 
o File/Flag for later action 
o Defer/delegate 

2. Filter noisy, frequent, or non-urgent items 
3. Create email subject lines that are meaningful to both parties now and in the 

future. 
4. Use templates 
5. Send links when possible 
6. Schedule a time to check e-mail 
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A significant tool to manage email as it arrives into the inbox is the “Rules” feature. 
Rules allow for rapid sorting, prioritization, and automated template based responses 
based on sender, time, or message content. Rules can help you manage your Inbox by 
automatically moving incoming messages to various sub-folders based on specific 
criteria. You create Rules to meet your own needs by specifying your own criteria. They 
can be set to run automatically without your intervention. Rules are especially helpful if 
you are on an e-mail list, particularly high volume lists. 
 
For example, if messages from a list you are on always have the text [LawInfo] in the 
subject line, you create a rule that checks the subject line of every incoming message, 
and automatically moves any message with this text into the appropriate folder. This 
removes them from your Inbox. You simply go to this folder whenever you want to 
review the messages from the list. 
 
Another rule example is one that deals with email that is flagged by importance. 
Depending on the email client in use a sender may be able to flag a message as having 
some level of urgency. Rules allow you to sort the email as described by you and to 
then to send an automated response acknowledging the request and perhaps providing 
a framework of when the matter will be addressed. 
 

Is There an Ideal Solution? 
There is no perfect solution for instantly taming your ever expanding Inbox; however 
there are many methods of handling your e-mail that will allow you to slowly win the 
battle over time. The first thing you must decide is how you want to communicate with 
people and from there to decide what tools you are going to use to assist you in this 
endeavor. There are a number of options to explore but the first goal will be to make 
sure that the selected tools reflect your practice or operational culture. Some questions 
that will help you find some solutions are: 
 

• Will you exclusively use an e-mail program, such as Outlook? 
• How do your clientss use email to communicate with you? 
• Are there any regulatory frameworks that impose on how email is managed 

inside of your organization? 
 

Managing Multiple E-Mail Accounts 
 
You can access multiple e-mail accounts (such as your office mail and Gmail) and draw 
them all into Outlook. This can be very useful as most people I know use three different 
e-mail accounts: one for personal, one for business public and the last (and most 
closely guarded) for business private - as they don't want their business private inbox 
flooded with spam and other less-relevant information. However, to prevent your inbox 
from becoming overcrowded with all that e-mail that you don't want to see, you will need 
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the Rules and Alerts to re-organize your incoming e-mail messages according to your 
preferences to different folders – at least personal, public and private – thereby 
preserving the idea of three separate e-mail addresses.  
 

Easy Way to Pick a Meeting Date and Time  
Ever need to meet with a group of people, but have a hard time coming up with a date 
and/or time? MeetingWizard (http://www.meetingwizard.com) is a nifty, free Web 2.0 
service that helps you coordinate with clients or colleagues to easily find a date that 
works for everyone without going through a million email messages back and forth. You 
do not have to download anything, just simply fill out the free registration page. Then 
follow the simple wizard to invite your colleagues. They receive an email message with 
a link to the meeting page and click on their availability. They can also leave comments. 
Then you, as the host, can remind those who haven’t responded, confirm the meeting, 
and otherwise communicate with the participants. 

Microsoft Outlook 
Microsoft Outlook is, for better or worse, the predominant e-mail application used in 
business settings. It is worth mentioning that Outlook is not the same as the free 
Windows Live Mail (f/k/a Outlook Express).  When you purchase a Microsoft Office 
suite, Outlook is a part of that suite (regardless of whether you buy Standard, Small 
Business, Professional or Ultimate).  It also comes bundled with Microsoft Small 
Business Server, if you purchase a server with that operating system.   
It is work mentioning again that, while Outlook dominates the business landscape, it 
may not be the tool of choice for your clients. Many of Outlook’s best features you will 
not find in the Express product and those features may translate poorly or not be usable 
at all by the other well-known e-mail programs mentioned briefly above.  

Tips and Tricks for Becoming an Outlook Power User  

General Tips  
These five general tips will help you move around and work with items more quickly 
within Outlook:  

1. Learn keyboard shortcuts for completing the more common tasks. The 
essential Outlook keyboard shortcuts include:  

 
• Ctrl+Shift+M to create a new message  
• Ctrl+Enter to send a message  
• Ctrl+Shift+I to jump to the Inbox  
• Ctrl+Shift+B to jump to the address book  
• Ctrl+Shift+K to create a new task  
• Ctrl+Shift+N to create a new note  

 
(If you are not familiar with the syntax for describing keyboard shortcuts, 
simply remember that a plus sign (+) between two keys means that you press 

http://www.meetingwizard.com/
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the listed keys, almost simultaneously, moving from left to right. For example, 
a capital B would be described as Shift+B.)  

2. Use plain English dates: Outlook understands plain English entries in date 
fields, and will enter the next occurrence of the described date. For example: 
typing “tomorrow” will enter tomorrow’s date, “nov 4” will enter the next 
occurrence of this date, “one week” will enter the date one week from today, 
and “2 days” will enter a date two days from the current date.  

 
3. Drag and drop items of one type to create another – and save time. For 

example, dragging an e-mail message to the taskbar Calendar icon will open 
a new appointment. Information from the original item will automatically be 
transferred to the new item so you do not have to retype it.  

 
4. Use a “right click” for format and configuration settings. In Outlook, many 

options or features are available with a simple right mouse click, including 
formatting and configuration settings. These options and features are “context 
sensitive” – in other words, you will be presented with a list of choices that are 
relevant to the item, field or text you are right clicking on. For example, right 
clicking on an e-mail in your Inbox presents you with Open, Print, Reply, 
Reply all, Forward etc. Right clicking on a blank spot on your calendar will let 
you create new appointments, and configure the calendar. You can right click 
on almost everything - try it!  

 
5. Sort items to quickly find the information you want. In all views you can sort 

items listed in a column with a click on column title bars. Clicking a column 
heading a second time will reverse the order. This sort feature works the 
same on column style information in all Microsoft Office applications.  

 
6. Learn to use other features, such as Tasks and Journal, to move action items 

out of the inbox (which is for correspondence) and not clutter your calendar 
(which is for appointments).  

 

Get Organized with Folders  
Create folders to organize and separate items of the same type – for example, e-mail 
folders for individual clients with whom you exchange e-mails frequently, a generic 
folder for others, or individual archive folders for various e-mail lists to which you 
subscribe. For quick access to your most frequently used folders, create a link to them 
on the shortcut bar. To do this, drag a folder from the Folder list and drop it on the 
shortcut bar. Select View, then Folder List to see your folders. You can use different 
folders as your “files”, rather than printing all items and storing them in separate 
physical client files. To help you remember where things are, create a folder structure 
that mirrors the folder structure on your hard drive.  

Creating Rules  
The rules function is one of the most valuable players in Microsoft Outlook, although this 
feature can be a little confounding if you create too many. In Outlook it is easy to apply 
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and create rules.  The “ready-made” rules help users quickly apply rules to new 
messages, while detailed rules customization is still available. Users can apply rules to 
new e-mails individually, or can choose to write rules using the rules wizard to process 
mail.

Applying Rules to Specific Messages
From any message right click and select “Rules” from the drop down menu.  You can 
choose the pre-defined rule (“always move messages from: XXX”) which will quickly let 
you select a folder and the rule that email from that particular person will always be in a 
specific folder is written in seconds.  

If you choose “Create Rule” from the menu you get more options, but still customized to 
that particular email.  Note that the option 
to “display in the New Item Alert window” 
will put a pop-up notification on your screen 
when you receive an email from the 
specified address, thus reducing the 
likelihood of missing an important email 
when it goes directly to a folder. 
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Using the Rules 
Wizard
To create a new rule 
from the home ribbon 
go to “Rules” and click 
“New Rules” or 
“Manage Rules and 
Alerts”. You have many 
options, including a 
tremendous amount of 
sophistication to take 
actions like responding 
with a certain 
message, forwarding to 
a specific person, 
automatically flag for 
followup, and much 
more. 

Search Folders
Search Folders are virtual folders that contain views of all e-mail 
items matching specific search criteria. Search Folders contain the 
results of previously defined search queries, but all e-mail items 
remain in their original Outlook folder. With Search Folders, users 
can easily group and browse through all items relating to a subject, 
person, task, or other criteria, without physically moving messages or 
folders.
Three Search Folders are created for users by default:
Unread Mail - All unread e-mail items appear in the Unread Mail 
Search Folder. 
For Follow Up or Categories - Any e-mail message that includes a 
flag appears in the “For Follow Up” Search Folder (Outlook 2003), as 
well as the To-Do Bar in Outlook 2007/10. Be careful when using the 
flags in Outlook 2007/10 however.  Many users think that if they flag 
it and it shows on their task list on the To Do bar that it will remain 
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there if deleted from their mail.  It does not.  If you delete the email, it deletes the task 
as well.  Therefore, it may be wiser to drag and drop the email to your task list and flag 
or categorize it there.  That way you can delete the email and not worry about it being 
removed from your tasks.
Large Mail - E-mail items that are larger than 100 kilobytes (KB) appear in the Large 
Mail Search Folder.  These three default Search Folders can be modified or deleted. 
Each user will find Search folders for each folder grouping, including Exchange folders, 
personal folders, and departmental folders.

QuickSteps
Outlook 2010 added a feature called “QuickSteps” which lets you script common actions 
so that you can save time. You can use QuickSteps for a lot of things. 
Creating a QuickStep is pretty easy. Just click the “Create new” QuickStep to get the 

Edit Quick Step dialog box that lets you add actions to 
your new Quick Step.
From here just give your Quick Step a name (“New 
Message to Litigation Group”, etc.) and then click 
“Choose an Action”. Outlook will step you through 
creating your default actions. If you want an additional 
action just keep clicking “Add Action” until you’ve 
assigned all of the actions to the task that you want.
At the bottom of the dialog box you’ll notice that you can 
assign a keyboard shortcut to this QuickStep which can 
speed your access to it.
Finally, click “Finish” to save your new QuickStep. You 
can always come back in and edit it later so don’t be 

afraid to play with the QuickSteps and tweak them just the way you want.

QuickParts
Do you find yourself looking for sent emails to copy and 
paste text that you use frequently in emails?  Are there 
certain disclaimers that you need to drop into an email, 
like the Circular 230, only when you are sending pertinent 
tax information? Would you like to create a semi-
customized email wishing clients, staff, or partners a 
happy birthday/anniversary/holiday? Office QuickParts 
lets you save formatted text into a library that you can 
then drop into email when you need it.  
The easiest way to create a QuickPart is to either start a 
new email or hit “reply” or “forward” on an existing email so that the “Insert” menu is 
available in the ribbon (you will need to have an active cursor in the body of the email).  
Then select the text that you would like to save as a QuickPart, click on  “QuickParts” 
and choose “Save Selection to Quick Parts”.  You will then be given options to name the 
text selection, save it to a Gallery, categorize it, describe it, etc.  
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Next time you want to insert a saved QuickPart 
in an outbound email go to the “Insert” tab,  
select “QuickParts” and choose the QuickPart 
you want to drop in.  If you right (or alternate) 
click on the QuickParts gallery you will see 
additional options for inserting the text in the 
email body. 

 

Rules with Templates 
Rules in MS Outlook have long been an easy way to automatically file, forward, respond 
to email, or stay notified.  The Rules wizard has been simplified so that it is easy to write 
complex rules.  A right (alternate) click on an incoming email will let you select from a 
few pre-formatted rules, which makes creating and applying rules a snap.  However, 
you can get more sophisticated with rules. For instance,  if your website has a contact 
form for potential clients you likely you get notification in your inbox.  You could invoke a 
rule that sends a templated response reminding the person that you are not yet their 
attorney, etc.  So, how do you do that?  
 
First you’ll need 
to create a 
template.  Create 
an email as you 
would normally. 
Then in the File menu choose “Save As”. In the drop down menu for save as type select 
“Outlook Template”.  
 
By default your computer will save the template into your Microsoft Templates folder on 

your local drive.  
To create a new rule from the home ribbon go to 
“Rules” and click “New Rules” or “Manage Rules and 
Alerts”.  Choose to “create a blank rule” to “apply to 
messages I receive”. Select the condition, which will 
depend on factors specific to your situation.  Then 
click “Next” and decide if you want to file the 
message in a folder or some other action.  Then 
choose to “Reply using a specific template”.  Click on 
“a specific template” and choose the template you 
created and saved in the steps above.  You will need 
to look in “User Templates in File System” to find 
your saved templates in the default folder.  Finally, 
click “Next” and consider any exceptions to the rule.  
Then save the rule et voila. Rules have an amazing 
range of options and customizations – explore the 
possibilities! 
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Sending Your Schedule
When you are asked “when do 
you have time to meet in the next 
few days?” it may be easier to 
share your calendar with them 
than type it out.  In a new email or 
a response, go to the Insert tab 
and select “Calendar” from the 
ribbon.  You will get a dialog box 
with information to fill out. You 
can choose the days or date 
range, the amount of information 
to share, and a lot of other 
options. Choose what you want to share and then Outlook will compile the information 
into a list and insert it into the email. It will also attach an file with the same information 
in .ics, which you can remove before sending if you choose. If the recipient of this email 
does not have HTML enabled email they will not see the included information. 

Managing Your Schedule
Frequently we have to look at multiple days to decide when we want to schedule 
something. Easy enough, just look at week view or month view!  But what if the days we 
want to see are in different weeks or different months? Outlook has 
a solution for that.  Just make sure you’re in the Day view and click 
on the first day that you want to compare. Then hold down the 
CTRL key and click each of the additional days on the Date 
Navigator (at the top left) that you want to see side-by-side-by side.

From this view you can add an appointment to any of the days or drag and drop 
appointments back and forth between the days, in case you want to reschedule 
something.
To clear this view just click (without holding CTRL) on today’s date.
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People Pane
Like everything else Outlook has gotten more social. With the release of Microsoft 
Outlook 2010 they’ve added a 
new little window to the bottom 
of the Reading Pane. The 
people pane shows you 
information about the person 
you just received an e-mail 
message from including previous messages you’ve received from them and any 
attachments you might have gotten from them.
But Microsoft has taken it a step further than that – there are now add-ins for the People 
Pane that integrate LinkedIn and Facebook. When you install those add-ins you’ll get 
that person’s status updates (assuming you have permission to see them) from those 
social networks included in the People Pane stream. In the image above you can see a 
couple of my LinkedIn updates listed for example.

OneNote Tasks
If you’ve got Office 2010 then you’ve already got Microsoft 
OneNote. And if you’re using OneNote then you probably have at 
least some action-items in OneNote. What you might not realize 
is that you can flag your OneNote action items as Outlook tasks 
and have them automatically appear on your Outlook To-Do Bar.  
To do that just select your task in OneNote, click the Outlook 
Tasks button on the Ribbon and select when you want this task to 
be due.

Once you’ve done that it will appear in your Outlook To-Do Bar right alongside your 
other tasks and flagged e-mails. Best of all the two items are synchronized – so if you 
mark the message as complete in one program (Outlook for instance) it will 
automatically be marked complete in the other (OneNote).
If you DON’T use OneNote yet you’re missing a chance to take your tasks to the next 
level.  If you have a task item (or e-mail) in Outlook that you want to take 
more detailed notes or annotations on just click the OneNote button on the 
Outlook Ribbon and you’ll get a new page created in OneNote with the 
details of that message or task in it. You can then take all the notes you 
like. Better still, those notes and that task are linked together so you can 
easily get to one from the other.

Signature Picker
If you have multiple signatures there is an easier way to choose to use a different 
signature.  You probably already have Outlook configured to add a default signature to 
your new messages, replies and forwards. But what if you decide you want to change 
that signature before sending?  One way is to mouse up to the Signatures button on the 
Ribbon, click it and choose a different signature. Another, faster way, is to just right-click 
the existing signature in the body of the message and Outlook will give you a context 
menu that lets you select from your other signatures right there. Handy!
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Working Remotely 
If you are using a laptop, you can configure Outlook to keep a full duplicate copy of all 
your data on its hard drive. This will allow you to work outside the office, reviewing e-
mails, setting dates etc. Any additions or changes you make while out of the office will 
be updated in the main database when you next synchronize. You can also set Outlook 
up to allow you to send or receive e-mail remotely.  
 
If you are not using a laptop, you can still access your Outlook remotely, if the web 
access feature has been enabled on your hosting Exchange server.   Microsoft Outlook 
Web Access can be retrieved anywhere you have an internet connection and a web 
browser.  Simply type the address of your webmail server and a login will pop-up 
automatically.  
 
Likewise, you can set your smartphone or tablet up to interact with your MS Outlook 
email, either through Exchange ActiveSync or if you don’t have Exchange server 
through K9 or Touchdown (Android), or iCloud (iOS).  
 

MS Outlook Add-Ons 
 

Super Charge Your Contacts and Calendar 
The quintessential Outlook utility formerly known as Anagram from GetAnagram.com is 
now called Copy2Contact.  One of the best features of this program is its ability to let 
you highlight contact info in any program and with one click, turn it into a contact entry in 
Outlook – amazing! This is especially useful for capturing text in a signature block and 
adding it to your contacts without spending the time to copy/paste the information.  It 
also lets you highlight text in the body of an email referencing an upcoming appointment 
and fills in your Outlook calendar – with one click. There are versions for Outlook, as 
well as Google Apps, BlackBerry, iPhone,  Salesforce and more.  The application has a 
14 day free trial, and for Outlook the personal version is $40 and professional is $80.  

SimplyFile Outlook Addin 
SimplyFile is an elegant little tool that will help you keep your inbox organized.  Here’s 
an example of just one of its features: You have an email in your inbox.  You reply to it 
and hit send.  A little dialog box will pop up asking you to file your reply AND the original 
email in your inbox.  It will help you clean out your inbox by filing your replies together 
with the original email.  The tool also “learns” your habits so that it suggests where you 
would want to file an email, as long as you train it.  SimplyFile is from a company called 
TechHit that specializes in Outlook Addins.  SimplyFile has a 30 day free trial, and it is 
$50 to buy (or get it bundled with other TechHit products at a discount).  

Save Email Attachments  
Another tool from TechHit is EZDetach ($40).  Many of us are guilty of saving 
attachments in Outlook.  Not only does this practice slow down Outlook, it can lead to 
version control issues and lost files.  EZDetach reminds you to save attachments 

http://www.copy2contact.com/
http://www.techhit.com/SimplyFile/
http://www.techhit.com/ezdetach/outlook_attachments.html
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outside of an email (made possible in part with Outlook Rules), as well as letting you 
save attachments from entire folders of emails.  The emails now have a link to the file, 
instead of housing the file.  Similarly, Sperry Software’s Attachment Save at $35 offer 
similar functionality. 
 

Stay Social, My Friend 
TechHit offers two free social addons – FBLook and Twinbox.  FBLook lets you keep 
any eye on status updates, lets you update your status, and review requests for apps or 
new friends – all within Outlook.  Twinbox integrated Twitter into Outlook, letting you 
update your status, manage tweets like you do email, manage multiple Twitter 
accounts, send and receive direct messages, shortens links with bit.ly and more. In fact, 
for some users this may be a more useful tool than those like Hootsuite or Tweetdeck.  
 

Message Archiving 
There is no easy way to archive a folder 
full of emails in MS Outlook.  However, 
Adobe Acrobat has provided an Outlook 
plugin in their profession line that lets you 
quickly and easily create a sortable, 
searchable PDF archive of email 
messages.  You can select a folder, and 

right (alternate) click to create a PDF portfolio of all the email messages in the folder, 
which can be searched, sorted, and extracted.  Email attachments are also saved, but 
they are not converted to PDF.  For management of closed matters, simple ediscovery, 
and archiving this is a really great feature of the Adobe Acrobat pro version.  
 

Power Practice Management  
A number of traditional and cloud-based practice management software feature tight 
integration with MS Outlook.  However, only one at this point uses MS Outlook as the 
backbone of the practice management engine: Credenza from Gavel and Gown 
(makers of Amicus Attorney).  Credenza has a free solo installation, or a fully featured 
multi-user quasi-cloud based product that is $25 per month per user (see version 
comparison chart).  For firms who rely on Outlook, or realize that training their team on 
an entirely new application is daunting, this product is worth a look.  There are a number 
of online reviews, and the product continues to evolve.  

Sharing Large Files 
To share a very large file people have many options these days. But one of the tried 
and true, truly easy and user friendly methods is YouSendIt.  YouSendIt has grown up 
over the years, offering premium options such as sending multiple attachments or 
folders, password protection, expiration, return receipt, tracking, file storage, digital 
signatures and much more. But, the bread and butter of the free version remain the 

http://www.sperrysoftware.com/outlook/attachment-save.asp
http://www.techhit.com/FBLook/
http://www.techhit.com/TwInbox/twitter_plugin_outlook.html
http://www.credenzasoft.com/
http://www.credenzasoft.com/comparison.html
http://www.credenzasoft.com/comparison.html
http://bit.ly/z6czVJ
http://bit.ly/z6czVJ
http://www.yousendit.com/compare-plans-c
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same – make it easy to share a large file via email.  The free Outlook add-in (provided 
you have a username and password) invokes YouSendIt when you send email with 
attachments of a certain size, which you determine.  ISPs usually restrict files larger 
than 20MB, so that would be a setting to start with.  Then, whenever you attach a file of 
that size or larger YouSendIt is automatically invoked in a seamless process that is no 
different than attaching a file to an email – except that the recipient receives the email 
and a link to retrieve the attachment.  Simple, elegant, easy and fast!  
 
 
 
 

Managing Information  

Forget Email – Use Online Collaboration 
There are multitudes of ways to communicate today and e-mail may no longer be the 
tool of choice when the options are weighed. Passing e-mails laden with attachments 
bearing the 16th version of a draft contract is no longer efficient or practical. There are 
many ways to explore the use of the Web communication and collaboration tools to 
move out of the inbox. Online conferencing offers document and desktop sharing in real 
time, and include options like Webex, Adobe Connect and GotoMeeting. These will vary 
in price, however they can help reduce the cost of travel and the immeasurable cost of 
frustration. Some web conferencing also offers video conferencing, to mimic an in-
person meeting. Other web-based collaboration tools are not real time, but do offer 
some real time functionality, such as the case with some of the offerings in Google 
Docs. Options like online project management Basecamp,  Trello or Asana allow for rich 
collaborative environments to communicate and collaborate – all without e-mail!   

E-mail is Dead, Long Live E-mail 
Now that you have controlled your e-mail environment, it is time to find ways to cut back 
your e-mail traffic to make it easier to manage.  Current awareness is an important part 
of staying proficient in your  job but it can also contribute to e-mail overload.  Each  
newspaper update, or CLE announcement you receive as an e-mail is another 
document that needs to be viewed and managed:  save it, delete it, read it later? A 
technology called Really Simple Syndication can alleviate some of this e-mail traffic. 
 

RSS Feeds 
RSS stands for Rich Site Summary or Really Simple Syndication. RSS feeds can 
reduce inbox overload by allowing for a migration from e-mail newsletters and other 
current awareness information to RSS feeds.  In addition to cutting down on the number 
of e-mail newsletters, RSS feeds open up a whole new world of information that include 
blogs and up-to-the minute news, legislation, and court opinions.  For e-mail newsletters 
that aren’t offered as feeds simply use a free reader like Bloglines for "e-mail 

http://www.yousendit.com/business/products
http://www.basecamphq.com/index
https://trello.com/
http://www.asana.com/
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subscriptions": Simply create an e-mail address through the service and use it for 
subscribing to newsletters (or even forward e-mail to that address). Then read all the 
messages in Bloglines' web-based interface.

To Get Started with RSS
You will need a “feed reader” or “news aggregator”. There are two ways to obtain an 
RSS reader - it can be a program you download to your computer or it can be a web 
based application. The advantage of a web based RSS reader is that you will be able to 
access your content from any computer. Some services are beginning to offer mobile 
RSS delivery as well so that you could receive updates on your PDA or cell phone. 
Popular downloaded readers include Feed Demon, NetNewsWire (for Mac users), as 
well as MS Outlook 2007/10 with a built in reader. Web-based readers include Google 
Reader and Bloglines, as well as Netvibes and My Yahoo!, that offer a personalized 
start page that allows you to track RSS feeds and add other modules/gadgets/widgets 
such as clocks, calendars, etc. 

Looking for RSS content
If there is a website that you visit regularly for news and information, check to see if they
have added the RSS feature to their site. Look for these buttons:

XML OR RSS or .

These buttons let you know that the site does offer RSS feeds for its content. Most 
websites that offer an RSS option will include directions on how to add the RSS feed to 
your reader. The reader you choose should provide directions on how to add content as 
well. 

Adding RSS content
When you find content that you want to add to your reader you will need to complete a 

few simple steps to add the website's link so that your reader 
will alert you when new content is available. If you are using 
Netvibes, Yahoo!, Bloglines, Newsgator, you may see those 
logos displayed on sites. If that is the case and you see the 
icon for your RSS reader on a website you can click on the 
reader’s logo to add the content. Bloglines also offers a way 
to watch pages or blogs that do not have RSS feeds. You can 
add a "Sub with Bloglines" to the Favorites in your browser. 
When you are at a site that you want to track, you can click 
on the "Sub with Bloglines" favorite and it will be added to 
your list of feeds in the Blogline account. 

For example, CNN.com has a list of RSS feeds on the site. 
Since CNN has the Google button, you can right click on that button and will be 
launched into Google Reader to confirm that you want that content added to your 
Google Reader content.

http://www.newsgator.com/Individuals/FeedDemon/Default.aspx
http://www.newsgator.com/Individuals/NetNewsWire/
http://www.google.com/reader
http://www.google.com/reader
http://bloglines.com/
http://www.netvibes.com/en
http://my.yahoo.com/
http://www.netvibes.com/en
http://www.cnn.com/services/rss/


18 
 

If you are not using Google Reader, you will right click on the XML symbol and select 
"Copy Shortcut". Then paste this shortcut into your RSS reader. The RSS reader you 
use will have directions on how to add content by URL. During this step if you 
accidentally left click on the XML symbol and see HTML coding, do not panic. From the 
screen with the XML code, you can also right click on the URL address and select 
"Copy". You will then paste that URL into the area of your RSS reader that allows you to 
add RSS content. For example, from My Yahoo you would select "Add Content" on the 
homepage, then at the next page, where you can also search for content, there is a link 
for "Add RSS by URL". The "Add RSS by URL" opens another window with a box where 
the URL can be pasted and the content will be added to My Yahoo. It may seem that it 
is a lot of steps, but it is worth it. Once the RSS reader is populated with your favorite 
sites, the hard work is behind you and you will have one place to check for updated 
content. 
 
Do not be intimidated if this seems complicated. Using RSS is the most efficient way to 
track new content on the web and stay current with the sites you like the most. As RSS 
becomes more widely offered on sites, more RSS readers will most likely offer one-step 
buttons for adding content. Enjoy more control over the information on the internet – 
and a reduction in your inbox - as you begin to use RSS.  
 

Research Folders and Desktop Search  
Many of us have scanned documents, CD-ROMs with CLE materials, and other 
reference material or “digital assets” that we would like to be able to manage, store, and 
recall when needed. One simple way to harness all the research materials that you 
gather can be as simple as create a folder on your hard drive or network drive where 
you store any materials that you might want to make use of again. Simply create a 
folder on your computer and call it something like Reference or Library. Save the 
materials as you gather them to this folder. If you have a CD-ROM with CLE materials, 
for example, you can simply save the contents to this folder. If the documents are in 
Portable Document Format (PDF), you will need to verify that there is a text layer in the 
files so that they can be searched. If they aren’t simply run Adobe Acrobat OCR or 
another Optical Character Recognition (OCR) program such as OmniPage Pro or Abby 
FineReader. By harnessing the power of OCR you can also scan articles and columns 
from paper publications and place them in the Reference or Library folder. Save 
webpages and other materials found on the web as .html by using the “save as” feature 
in your browser, or saving pages as .PDF.  
 

At Your Command 
Operating system search tools, including MS Window 7 and Apple’s OS X Lion 
Spotlight, allow users to search files and emails locally and on external drives. They 
both can also be extended to search Web sources, including specific websites and via 
search engines. In OS X Lion you can search the web via a search engine in Safari or 
search Wikipedia. When you choose “Search Web” from the Spotlight menu, Safari 
opens and displays search results using your default search engine. When you choose 

http://www.nuance.com/products/
http://www.abbyy.com/
http://www.abbyy.com/
http://support.apple.com/kb/PH3695?viewlocale=en_US
http://support.apple.com/kb/PH3695?viewlocale=en_US
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“Search Wikipedia” from the Spotlight menu, the Dictionary application opens and 
displays the Wikipedia entry for the term. In Windows 7 you can extend a search to the 
web by scrolling to the bottom of search results and clicking on the Internet Explorer 
icon. This action will pop open the browser and carry your search over to your default 
search engine. If you want to add further search enhancements to Windows 7 you can 
create a federated search through connectors to search websites, MS SharePoint, and 
data repositories that use the OpenSearch format. Adding search connectors for most 
folks will include adding one that has already been created, however it isn’t terribly 
difficul to create your own. 
 
Don’t forget that in MS Word if you highlight a word or phrase and right click one option 
available to you is “look up”. Clicking on that option will yield a number of resources 
including dictionaries, business resources, and others. You can get results directly in a 
panel in the software, so no need to hunt for a website or pull out a dictionary. Recently 
Google Docs added an inline search tool called “Research”, making it easy to use 
Google search to look up synonyms or make sure your quote is correct – or anything 
else. It also offers the ability to insert a formatted citation from your results or hyperlink 
the term or phrase to the website. 
 

New Tricks 
X1 and Copernic are two sophisticated desktop search engines that make finding 
content on your local machine, networked drives, or external drives a snap. Super-fast, 
imbued with bells and whistles, and reasonably priced, these tools have been around 
for some time. But, the developers have not rested on their laurels. Both of these super 
powered search tools now offer mobile apps, to let you search your data on the go. 
With myCopernic On the Go! you can search your computer remotely from your 
smartphone, iPad or remote PC (sorry, Windows only). You will need to install 
themyCopernic Connector for it to work. Then from your device you can login to 
myCoperic On the Go! to access search for your files. You will need Internet access, 
and functionality is delivered through a web-based app, not a native app. Because of 
that it works on just about any device with a browser, including BlackBerry. This service 
costs $9.95 annually, in addition to the $50 for Copernic Professional Desktop 
Search (though it is not necessary to have Copernic Professional Desktop installed). 
X1 offers X1 Mobile Search. A native app for iPhone or iPad, this free app will let users 
search their Macs or Windows PC with or without having X1 Professional 
Client installed (although they do mention it works best with X1 search). X1 Mobile 
Search also lets you view and display files, share files, and download files for offline 
use. Setup includes downloading the X1 Mobile Search app from the iTunes store and 
installing the Windows or Mac version of X1 Mobile Connect. Et voila. Connections are 
protected by x.509 PKI based two-factor authentication and RSA powered SSL/TLS. 
 

http://technet.microsoft.com/en-us/library/ff899315.aspx
http://www.sevenforums.com/tutorials/742-windows-7-federated-search-providers.html
http://www.redmondpie.com/search-connectors-for-windows-7-federated-search/
http://www.redmondpie.com/search-connectors-for-windows-7-federated-search/
http://mashable.com/2012/05/16/how-to-use-the-new-research-tool-in-google-docs/
http://www.x1.com/
http://www.copernic.com/
http://www.copernic.com/en/products/mycopernic/index.html
http://www.copernic.com/en/products/mycopernic/connector.html
http://www.copernic.com/en/store/index.php
http://www.copernic.com/en/store/index.php
http://www.x1.com/products/x1-mobile-search-for-iphone
http://www.x1.com/products/
http://www.x1.com/products/
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Web Link and Content Management  
 
Managing and accessing hyperlinks to your favorite research sites, articles, and other 
web content through bookmarks only solves half the problem. Content on the web tends 
to be ephemeral, and content is now so much more than text. There are a number of 
tools that allow users to manage not only the links, but also content, images, videos and 
much more.  
 

Google Bookmarks 
Internet bookmarks can be useful for keeping track of websites when doing research 
online.  One inconvenience of traditional browser-based bookmarks is that they are 
stored locally and available only on a single computer.  In contrast, several online/social 
bookmarking services such as Delicious and Google Bookmarks store bookmarks 
online, allowing you to access them from any computer with a browser connected to the 
Internet. 
 
Google Bookmarks may be convenient for those who already use Google services like 
Gmail or Google Docs--you can add to and access your Google Bookmarks in a 
browser anytime you are logged into your Google Account.  To access Google 
Bookmarks you can drag a simple Google Bookmarks  bookmarklet into the Bookmarks 
or Favorites toolbar of your web browser or install the Google Toolbar.  Clicking on the 
bookmarklet or the Google Bookmarks button on the Google Toolbar will bring up a 
Google Bookmarks window--the title and URL of the webpage you are currently viewing 
will be automatically filled-in and fields will be available for you to add labels (tags) and 
notes about the webpage.  Pressing the save button will save the bookmark to your 
online Google Bookmarks account.   
 
Another way to save bookmarks in your Google Bookmarks account is to click on one of 
the blank stars that appear next to each Google search result listing while you are 
logged in to a Google Account.  Note that when you star search result listings the 
starred results can show up at the top of the search result lists when you do searches in 
the future for similar search terms--this is an attempt at search result personalization by 
Google. 
 
Organizational features include searching by labels and organizing by date.   While 
bookmarks are set to private by default, you can create lists of bookmarks which 
you  can share with select people or make publicly accessible to everyone  on the 
Internet. 
 
Note that the Google Chrome Browser has a different set of bookmarks, which are 
accessible through any install of the Chrome browser when a user logs into Google.  

http://www.delicious.com/
https://www.google.com/bookmarks
https://www.google.com/bookmarks/
https://www.google.com/accounts/ManageAccount
http://www.google.com/support/bookmarks/bin/answer.py?hl=en&answer=175117
http://www.google.com/toolbar
http://www.google.com/support/bookmarks/bin/answer.py?hl=en&answer=171089
http://googleblog.blogspot.com/2010/03/stars-make-search-more-personal.html
http://googleblog.blogspot.com/2010/03/stars-make-search-more-personal.html
http://googleblog.blogspot.com/2010/03/stars-make-search-more-personal.html
http://www.google.com/support/bookmarks/bin/answer.py?hl=en&answer=171089
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Pocket (formerly ReaditLater) 
http://getpocket.com/ 
 
A little web utility called “Pocket” can be a great way to manage your time and keep 
track of all the information whizzing by that you may not have time to address at the 
moment, but do want to get to eventually.  You can use Pocket from most any browser 
or smartphone. It lets you save links or entire pages and you can access them online or 
off – making this a very handy tool for productively using downtime.  Once you’ve read 
the item then mark as read and it will be deleted from your list. Similarly InstaPaper lets 
you save articles to read later from smartphones and the web, but also adds ebook 
functionality for Kindle, iPad and others. 
 
 

Research Notebooks  
Keeping a dog-eared notebook with article clippings, research notes, hyperlinks, case 
cites and more can now be accomplished with software. Two products allow you to 
make electronic notebooks, capable of doing what your paper notebook never could.  

Evernote  
http://www.evernote.com  
Do you write yourself notes on tiny pieces of paper, and then have to frantically search 
through the stack to find what you need?  Cast your little pieces of paper 
aside:  Evernote is a note-taking application that can help you stay organized.  You 
store notes, website clippings, links, etc. on a single page (Evernote calls it "an endless 
roll of digital paper").  Instead of keeping notes in separate files, everything is in one 
place, and you can search for it in multiple ways: through categories, automatic labeling, 
by time and date stamps, and with keywords.  You assign categories manually or 
automatically, and there are over 50 icons you can also assign to organize yourself 
visually.  An icon is installed in your toolbar; you use this to cut content from the internet 
and paste it into your Evernote page -- a full link is provided along with the content. So 
continue jotting down those notes-- just do it digitally with Evernote!  
 
A new product, similar to Evernote, called Diigo, is now available. Diigo’s website 
beckons those who are looking for a tool to migrate their Delicious content (a similar tool 
which is soon to be no longer supported). 

 

MS OneNote  
http://office.microsoft.com/onenote/  
MS OneNote 2007 and 2010 is part of the MS Office suite, but can be purchased for 
$99 from retailers. OneNote is similar to Evernote and allows end users to capture, 
create, organize, share, and reuse content. Think of it as a series of spiral bound 
notebooks with pocket dividers. You can create notebooks containing folders, 
subfolders, and pages.  

http://getpocket.com/
http://www.instapaper.com/
http://www.evernote.com/
http://www.evernote.com/en/
http://www.diigo.com/
http://blog.delicious.com/blog/
http://office.microsoft.com/onenote/


22 
 

 
The pages in this program are “unlined” so that text, audio or video can be dropped in 
anywhere, allowing the user maximum control and providing a digital version of a real 
notebook. Users can add text, clip web content, clip any content from any MS 
application, insert text, audio and video files, convert handwritten notes from a table to 
text, and much more. You can record audio directly into OneNote, while it syncs your 
notes. You can export OneNote text to MS Outlook as a Task, and share portions of 
OneNote over a network. Users can flag notes, import content in multiple formats, even 
import MS Office Calendar events to create a notebook or page around the event. The 
program is easy to use, very intuitive, and is a great replacement for that dog-eared 
notebook.  

Web Clipping and Monitoring 

Watch That Page 
http://www.watchthatpage.com  
Ever find a webpage you’d like to keep an eye on, but it has no email updates, no RSS 
feeds, and you don’t want to set a reminder to visit it?. For instance, you want to watch 
the press release pages of a number of your client’s competitors. How can you do that 
automatically? WatchThatPage allows you to select pages you want to watch for 
changes, and monitors them for you.  WTP compiles the information for you and gives it 
to you either in an email or online.  Register to use WTP, and tell it what pages you 
want to watch.  You have the option of having one email with content from all your 
watched pages, or separate emails for each page.  You can also customize the days on 
which you receive your emails.  
 

Page2RSS  
http://page2rss.com/  
If you decide to use an RSS feed reader and you find a page you’d like to keep up with 
you can also use Page2RSS, which will send an alert to any changes to your feed 
readers via RSS 

Google Alerts 
http://www.google.com/alert 
GoogleAlerts is an easy to use service to watch the internet for mentions of a person or 
company. Users can search in Google’s main index, blogs, groups, news or 
altogether. So if an attorney wants to track a topic on the Blogosphere they can set up 
the search criteria and receive the alerts as they happen, daily or weekly.  Google Alerts 
provide a method for simple market research and topic tracking.  Keep in mind that the 
more targeted the search terms, the more targeted the results.  The topics are easy to 
manage and search terms can be added and deleted as necessary. 
 

http://www.watchthatpage.com/
http://www.watchthatpage.com/
http://page2rss.com/
http://www.google.com/alert


23 
 

Desktop Shortcut Tools 
If you use a Windows computer then you check out Activewords; if you use a Mac then 
you need LaunchBar. They’re free to try for 30 or 60 days, and it’s hard to explain what 
they do. But basically they make it easier to get to files or folders or email addresses or 
anything that’s buried somewhere on your computer hard drive. If you like to learn 
shortcuts then you’ll LOVE these programs; if you like to do things the same way always 
no matter how much longer it takes then don’t bother. 

 

Social Media Management Tools 

Post Once, Update Many 
Without using any external applications or websites, you can still take advantage of the 
“post once, update many” concept. Do try to keep this selective, however. Remember 
that a tweet that is part of a Twitter conversation will look rather one-sided on LinkedIn 
or Facebook, and that tweets full of hashtags look a little out of place when they appear 
in other social media. The same holds true from truncated Facebook posts or blog post 
updates in Twitter. 

Tool Box 
TweetDeck allows you to connect your Twitter, Facebook, MySpace (who uses that 
anymore?), LinkedIn, Foursquare, and others from one place. And it is free! You need 
not have your browser window open to post—just open the program and leave it 
running in the background. The dashboard shows a news feed of the content your 
contacts have posted, and you can update all your social media at once. You can even 
record and share videos with TwitVid. There is currently no TweetDeck app for iPhones 
or iPads (the site says “coming soon”), but it is available for Android, your desktop 
computer, and Chrome. 
 
HootSuite is similar to TweetDeck in that allows you to connect YouTube, Twitter, 
Facebook, LinkedIn, Google+ and many other social spaces into a web-based 
dashboard. This is a “freemium” product so you can only monitor 5 profiles for free at a 
time.  You can also add an RSS reader to keep up with news, as well as your Evernote 
notes. It also let’s you time posts, or will automatically calculate the best time to send 
posts to your social media outlets. Free analytics are available, though the premium 
version gives you far more options. There are apps for iPad/iPhone, Android, and 
BlackBerry.  

http://www.activewords.com/
http://www.obdev.at/products/launchbar/index.html
http://www.tweetdeck.com/
http://hootsuite.com/


  
  

 
A PRIMER ON PROFESSIONAL LEGAL MALPRACTICE INSURANCE 

By Reid Trautz 
(This also appears in the 4th Edition of Flying Solo, A Survival Manual for Solo and 

Small Firm Lawyers published by the ABA) 
 
Why do I need professional liability (malpractice) insurance? 
 

To protect yourself financially from a malpractice claim, but more importantly to 
protect your clients.  Like automobile or homeowners insurance, malpractice insurance 
covers you when the unexpected happens.  In the event of a malpractice claim against 
you, you should not have to worry about losing your assets.  Malpractice coverage will 
allow you to continue with the assets of your practice and your personal assets.  

Having malpractice insurance is also part of your professionalism.  If you make a 
mistake, as a lawyer and a businessperson, it is up to you to make the client whole 
again.   Therefore, when setting your coverage limits, you should consider the highest 
reasonable claim a client could file against you.    

It is important to note that under the ethics rules in most jurisdictions, a lawyer 
must remain personally liable to clients for his or her professional conduct.  That liability 
cannot be limited in a retainer agreement (except in very limited circumstances, nor by 
forming a corporate or partnership entity.  Insurance remains the only remedy to 
financially cover the costs of a successful malpractice claim.  
 
What do I need to know about buying malpractice insurance? 
 

Malpractice policies and prices differ between insurance companies.  You need 
to know the various terms of art in a typical policy, the factors that effect the coverage, 
the factors that determine the premium you pay, and information about the insurance 
company issuing your policy.  Finally, you need to know that the lowest premium quote 
you receive may not be the best insurance value.   Knowing these differences can save 
you money and some unexpected surprises in the future.  
 
What are the terms of art I need to know? 
 

A typical professional liability insurance policy is a claims-made policy with prior 
acts coverage and an optional extended reporting endorsement.  Let's try to define 
these terms in plain language. 
 
What is a “claims-made” policy?  
 

A “claims-made” policy covers you against any malpractice claims made against 
you and reported to your insurer during the time the policy is in effect, regardless of 
when the alleged act of malpractice occurred.  If, for example, the policy started 
September 1 and a former client informs you of a claim on October 2, you are covered 
because the claim was made after the effective date of the policy.  Simple?  Not quite.  



  
  

Unless the malpractice act occurred after September 1, the policy must specifically 
include “prior acts coverage” in order for any acts prior to the effective date of the policy 
to be covered.  

For example, if you started practice September 1, 2003, and your policy effective 
date is also that date, then all acts are covered.  If you were in practice prior to the 
effective date of the policy, the policy may or may not cover those acts even if first 
reported during the term of the policy. 
 
What is “prior acts” coverage? 
 

Prior acts coverage is usually included in a malpractice policy, but it is important 
to check this because it can be written out of a policy to reduce the cost of the premium.  
It covers you for acts of malpractice you may have allegedly committed before your 
insurance policy was effective, for claims made during the policy period.  For example, 
your new insurance policy took effect September 1.  On September 2, a client alleges 
you committed malpractice on August 30.  If you have prior claims coverage, the claim 
should be covered on your current insurance policy.  If you do not have "prior acts" 
coverage, the claim will not be covered even though you have a “claims-made” 
insurance policy in effect. 

If you decide to include “prior acts” coverage, the longer the time period covered 
by the policy, the more it will cost. If you are comparing policies, make sure they have 
the same coverage. 

If you cannot afford full prior acts coverage, you can often negotiate an earlier 
coverage date (called a retroactive date) to be a year or more prior to the actual 
beginning date of the policy you are purchasing. The policy will cover you for acts of 
malpractice occurring after the retroactive date, provided you had no prior knowledge of 
a potential claim. 

 
What is an Extended Reporting Endorsement? 
 

The extended reporting endorsement (generally known as “tail coverage”) is 
optional coverage that will extend the time you have to report a claim for an act 
occurring during the effective dates of the policy.  

This extra provision in the policy will cover you for claims made after the policy 
terminates for acts that occurred when the policy was in effect.  This is especially 
important when you leave another firm and want to be covered by acts that occurred in 
your old firm. Be sure to discuss and resolve this with your old firm and it’s insurance 
company.   It is also useful when leaving or retiring from the practice of law.   

. 
How much coverage should I have? 
 

You should have the higher of the following: Coverage to protect what you 
cannot financially afford to loose, or coverage to pay for the highest reasonable claim a 
client could bring for damages.    
 Also, if you are leaving a firm to open your practice, ask to review the firm's 



  
  

malpractice policy to see what coverage is following you for acts that occurred while you 
were with your former firm.  With this knowledge you can more accurately assess your 
future malpractice insurance needs. 
 
What should your minimum coverage be?   

 
That varies, but the ABA Standing Committee on Lawyers’ Professional Liability 

recommends a minimum of $1 million in annual coverage.  Many solos suggest a 
minimum of $500,000 annual coverage. 

 Remember too, while it is rare, you may have more than one claim of 
malpractice in a given year.  Some policies have a total coverage amount but limit the 
number of claims per year.  For example, a $1 million policy may cover one claim per 
year up to $1 million or two claims per year up to $500,000 each.  There are numerous 
combination of total coverage and claims so if can pay to shop around. 
 
What information do I need to know about a prospective insurance company? 
 

Not only are the terms of the policy important, but the insurance company that 
writes the policy is also important.  Insurance is usually sold through a broker.  The 
broker will represent one or more insurance companies.  Here are factors you need to 
consider when deciding on a particular insurance company: 

 
• Broker/Agent. Professional liability insurance is generally sold through a broker.  

Is the broker knowledgeable and helpful?  Do they want your business? 
• Security/Stability of the insurer.  Is the company financially secure and 

reputable?  In short, will it be around to pay a possible claim?  Check with the 
insurance commission in your state or jurisdiction. Also check the ratings issued 
by A.M. Best and Standard & Poor’s. 

• Bar association endorsement.  Does your bar endorse the insurer?  Many bar 
associations have reviewed and screened insurers, endorsing one it believes 
provides the best policies and service for its members.   

• Premium history.  Does the company have stable annual premiums? A bargain 
policy may turn out to be more costly if the rates increase significantly after the 
first year or two.  

• Claims service.  Does the insurer have reputable claims service for 
policyholders? Do they have staff available to answer policy and claim questions 
in a timely and professional manner? 

• Value (cost of liability limits).  Is the premium reasonable in light of the total 
coverage offered?  It can pay to compare two or three companies' policies. 

 
 What factors should I be aware of on the policy? 
 

There are differences between policies, often buried deep inside the verbiage of 
the policy.  Here are the major ones: 

 



  
  

• Coverage period.  The duration of coverage under the policy.   
• Extended Reporting Endorsement.  Discussed in detail above, but check the 

cost, availability, and duration of "tail coverage" after the end of the coverage 
period. 

• Defense and settlement requirements and costs.  Whether the cost of paying 
lawyers to defend a malpractice claim is covered within your total policy limits 
(often called "eroding limits"), or paid in addition to the limits stated on the policy.  
For example, if you have $500,000 per claim policy with eroding limits, the cost of 
defending the claim (i.e., $80,000) is subtracted from the limits, leaving $420,000 
to pay any settlement or judgment.  Policies with eroding limits are the most 
common, but check this on any policy you select.  

• Exclusions.   Many insurance policies have written provisions that exclude certain 
acts or events under the policy.   Such provisions often exclude fraudulent and 
dishonest acts, claims arising out of a separate business (non-legal) entity, 
investment advice, sexual harassment claims, just to name a few.  Be sure to 
look for exclusions and read them carefully. 

• Settlement Control.  Some policies will allow the insured to decide whether to 
offer to settle a malpractice claim, and for what amount.  Others call for peer 
review. Still others limit the insurer’s liability to the amount of the settlement 
rejected by the insured if the case goes to trial. 

• Definitions. The definitions of the terms in the policy are very important.  They are 
boring to read, but have a huge impact on the policy.  Please read them and 
have the broker explain them to you. 

 
There are other factors you may want to consider before choosing the right policy 

including: the insurer's right to cancel the policy, the cost of adding an associate to the 
policy, and coverage during periods of disability.   
 
How much does malpractice insurance cost? 
 

The cost varies and depends on a number of factors, but it is often less than you 
think. The variables that impact the total cost of your policy include:  
 

• Jurisdiction.  Where you practice can have an impact on the amount of your 
insurance premium.  Insurance companies keep statistics on malpractice claims 
in each state to help them establish the cost of malpractice coverage. 

• Area of Practice/Types of Cases.  Some areas of practice have a higher 
occurrence rate of malpractice claims, such as plaintiff's personal injury 
practices.  Some areas of practice have greater financial exposures associated 
with each case, such as securities transactions.  Also, if you tend to accept high 
profile cases with significant legal or financial implications, you will almost always 
pay higher premiums. 

• Policy Limits.  The total financial coverage of the policy. Policies also generally 
contain "per occurrence" and annual payout limitations that limit how much the 



  
  

insurance company will cover per claim and/or each year. 
• Deductible.  The minimum deductible is often $1,000 and can go much higher.  

Many solos have $1,000, $5,000, or $10,000 deductibles.  The higher the 
deductible, the lower the premium. The choice is yours, but should be set 
according to your ability to pay the deductible if a claim arises. 

• Culture of Redundancy:  Whether the lawyer or firm has redundant systems and 
safeguards to reduce the risks of practicing law.  A redundant calendar system, 
as discussed above, is just one example insurers want to see. 

• Defense Costs.  As explained above, when the cost of paying the defense lawyer 
is included in the policy limits, the policy cost is lower, but you may need higher 
overall limits. 

• Coverage. Specifies the different acts or services that are covered by the policy, 
and during what time frame the policy will cover those acts.  This includes prior 
acts coverage. 

• Exclusions. Defines what acts or services are not covered by the policy.  
• Insurance History. Your previous coverage history and history of any claims, 

including unsuccessful claims. 
 
Where can I get malpractice insurance? 
 

Malpractice insurance is available from a number of sources.  You can contact 
an insurance agent directly through your local or Internet yellow pages, or you can 
contact any agent that insures your home or business to inquire if they have lawyers 
professional liability insurance.  However, you may save some research, time, and 
money if you contact your state bar association. 

Most state bars do not require you to carry malpractice insurance, but many of 
them endorse a particular carrier.  Usually, the bar has done some of the legwork for 
you to find the best overall coverage and rates for members.  (Coverage costs will still 
vary lawyer-to-lawyer, so you may want to compare policies and rates with other 
carriers.)  Additionally, these bar-endorsed insurance companies are often easier to 
work with and more responsive to bar member service requests.  If the bar receives too 
many complaints from members using the bar-endorsed insurance program, the bar 
may decide to cancel the endorsement, and the insurance company may lose a nice 
source of business.  
 
What should I do if I think a claim will be made against me? 
 

As lawyers, we try to solve other people's problems.  This is often our first 
reaction when we hear from a client (or their new lawyer) of a potential malpractice 
claim.  We believe we can resolve it objectively and successfully, and we are often 
afraid to disclose our problems and mistakes to others.  Unfortunately, this initial 
reaction is a dangerous one.  Most insurance companies (and some state bar risk 
managers) can be extremely helpful in resolving potential claims before they reach an 
actual malpractice claim.  The companies have lawyers and legal personnel who have 
experience in resolving these claims.  Let them.  Contact them early, and have them 



  
  

handle the situation.  
 
Who pays for defending the malpractice claim? 
 

The cost of defending a malpractice claim is usually paid by your insurance 
company after you have paid your deductible; however, some companies offer “first 
dollar” coverage to help resolve any potential claim before you pay the deductible.   
Defense costs often paid within your coverage limits, meaning defense costs will reduce 
the money available under your policy limits to pay a claim or claims. 
 
What else can I do to manage my risks in the practice of law? 
 

▪Adopt a positive attitude, and never lose it.  Your attitude towards your work has 
a huge impact on the quality and quantity of work produced by your office.  Generally, if 
you and your staff have a positive attitude about your clients and your practice, you will 
have fewer problems that can lead to malpractice claims.  For example, a secretary with 
an uncaring attitude might carelessly put a letter to a client in the wrong envelope 
possibly addressed to the opposing attorney.  Obviously, significant malpractice and 
ethics problems could result.   If your attitude towards the practice of law sours 
significantly, you should do a reassessment of your practice.   What is causing the 
problem?  Your selection of clients?  Your chosen practice areas?  Office or personal 
problems?   Honestly address these issues to avoid a dangerous spiral into almost 
certain malpractice.  

▪Understand your legal ethics obligations.  Ethics complaints are more common 
than malpractice complaints.  They are not covered by malpractice insurance, and can 
be costly to defend.  And such charges can often damage your reputation.  

▪Have a copy of your jurisdictions' legal ethics rules within reach.  Consult it 
before you open your own practice, and stay familiar with it.  The rules will help you 
understand many things:  What can you print on your letterhead? Can you have a 
website? What fees can you charge your clients? How do you handle client funds?  
These rules are available from your state bar or law society, with many now published 
on the Internet. 

▪Think twice before suing your client for a fee.  Studies show that clients file 
counterclaims for malpractice in about half of all fee collection suits by their attorneys.   
Often the amount of the fee the client owes will be more than offset by the cost of your 
deductible and your time defending the suiteven if you are represented by counsel.  
The collection suit is more an indication of a breakdown in attorney-client 
communication.  Rather than let the matter disintegrate to this point, the financial 
obligations of the client should be discussed early and often during the course of 
representation.  If the client falls behind in payments, this must be discussed openly and 
professionally, and any problems should be resolved.  If payment is still not forthcoming, 
you should consider terminating the representation before the situation deteriorates 
further.  If you terminate the representation before the client owes you too much money, 
you won't need to sue for unpaid fees. 

▪Consider other types of insurance coverage.  You may need additional 



  
  

insurance, depending on your circumstances and personal risk tolerance.   
First, check your office lease (or homeowner/renter insurance) to see what 

coverage you have for your premises, office equipment, client files, and other valuable 
contents.  What are your responsibilities in the event of a fire in your building?  What 
happens if your computer or coffeepot has an electrical short and causes a fire?  Are 
you financially prepared for the result?  Are you willing to risk that it won't happen to 
you?  Investigate the costs of insuring against these risks. 

Second, if you are injured or otherwise disabled, how will you generate income to 
pay your personal expenses?  A disability or income replacement policy will provide 
income if you cannot practice law.  Many solos view this as important coverage.  

You may also want to investigate insurance coverage for acts committed by your 
staff, such as theft of client funds.   
 
The Importance of Professional Staff 
 

Not every solo practitioner needs or can afford to hire professional support staff, 
but choosing the right personnel can help you maintain the systems to reduce the risks 
of solo practice.  If you decide to hire one or more support staff, keep the following ideas 
in mind. 

No matter how experienced the person appears on a resume, if they make a 
mistake, it is your responsibility.  So carefully select your staff.  Look for individuals who 
are conscientious, reliable, and discreet.  Thoroughly check references. 

After hiring, spend the time necessary to train your employee.  Even if your new 
employee has law office experience, take time to remind him or her of the special 
ethical responsibilities of a law practice.  Review your confidentiality rules.  Explain your 
risk management procedures, especially your docket/calendar and conflicts systems.  
Even when you feel comfortable handing over responsibility for office procedures, still 
remain involved.  Too often, lawyers completely transfer responsibility to staff for 
calendars, trust funds, incoming fee payments, and personal finances, then later regret 
the total delegation of power.   Keep a handle on your business, as well as your clients' 
business.  Remember, it is your license on the line.   

While it can get expensive to hire staff, it is more expensive to hire the wrong 
staff person.  Spend a little more time and money to get qualified employees.  Finally, 
retaining staff is usually cheaper than retraining a new employee.  Keep staff 
compensation on pace with the marketplace. If money is tight, try to reward staff in 
creative ways; seek staff input to find the right ideas. 
 
Parting Thoughts 
 
Solo practice is rewarding, but it is not without risks.  It does take more time to create 
and use risk management procedures, but in a short time you will be in the habit of 
better managing your risk and your practice.   Reducing the risks will reduce your stress 
and increase your satisfaction in the practice of law.  
 
Other Sources of Risk Management Information 



  
  

 
• Your state bar association or law society's law practice management advisory 

program. 
• Risk Prevention Library of the ABA Standing Committee on Lawyers' 

Professional Liability: 
http://www.abanet.org/legalservices/lpl/preventionlibrary.html. 

• A number of malpractice insurers have risk reduction information and training; 
contact yours for more information. 

  

 



 

 

 

Cloud computing has been a hot topic for 
ethics committees around the country. 

Lawyers recognized quickly that the 
mobility, lowered cost of overhead, 

scalability & other benefits made it possible 
for any size firm to have an equal footing in 

taking advantage of new technologies. 
Lawyers asked for guidance from their 
ethics committees, and today there are 

opinions specific to online backup, the use 
of extranets, cloud computing generally, 
and more. What do these ethics opinions 

say and what do they mean for Illinois 
attorneys? Find out what you need to do to 

use the cloud ethically and minimize risk. 

Weather Report: 
The Current 
Forecast for 
Cloud 
Computing and 
Ethics 
      
 
 
Catherine Sanders Reach, Director                      
Law Practice Management and Technology 
The Chicago Bar Association 
 
Joshua Poje, JD 
American Bar Association 
Legal Technology Resource Center 
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Good software used appropriately can give lawyers a professional edge.  In recent years, 
Software as a Service (SaaS) and cloud technology have become increasingly popular 
alternatives to traditional legal software, particularly for solo and small firm practitioners.  But is 
it ethical to put your data in the cloud?  

Cloud? SaaS? What does it all mean? 
Loosely defined, Software as a Service/SaaS or “cloud computing” refers to software that you 
access online via a web browser (like Internet Explorer or Firefox) rather than installing directly 
onto your computer.  The cloud is enabled by a vast network of web servers and secure data 
centers located throughout the country and, in some cases, outside of the country. 

While the concept may seem alien to you, you might be surprised to learn that you likely already 
use some form of cloud computing in your daily work.  Any web-based e-mail service (Google 
Mail, Yahoo) is considered cloud computing, and online legal research tools like Westlaw and 
LexisNexis are really the original legal SaaS -- legal research software delivered via the web.   

Client Data in the Cloud 
One of the defining -- and for lawyers, the most alarming -- characteristics of SaaS is that SaaS 
solutions store data in the cloud rather than on the user's computer.  In other words, when you 
use a web-mail service like Gmail, your actual emails reside on a remote served hosted by 
Google rather than on your own hard drive.  If the emails in question are confidential client 
communication, or if they contain sensitive document attachments relating to an ongoing case, 
some concern is understandable.   

Is that Ethical? 
While few states have tackled cloud computing ethics opinions directly, many have provided 
guidance on using cloud services indirectly. The ABA Ethics 20/20 Commission has proposed 
adding a new paragraph to the existing model rule on confidentiality, to require reasonable 
efforts to prevent inadvertent disclosure of, or unauthorized access to, confidential information 
including information in electronic form. The Commission has also proposed clarification to the 
lawyer’s duty of competency to include a duty to remain aware of the benefits and risks 
associated with technology.  See the Commission’s reporter Professor Andy Perlman’s summary 
of the rules changes that will go before the ABA House of Delegates in August.  For an overview 
of cloud computing generally see “Reach for the Cloud” written by Catherine Sanders Reach for 
Trial Magazine, January 2012. 

Ethics opinions that touch on the tenants of cloud computing generally agree that lawyers 
should maintain reasonable care in evaluating the services of a cloud or third party 
provider.  For instance: 

http://www.americanbar.org/groups/professional_responsibility/aba_commission_on_ethics_20_20.html
http://www.legalethicsforum.com/blog/2012/02/review-of-ethics-2020.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+LegalEthicsForum+%28Legal+Ethics+Forum%29
http://www.legalethicsforum.com/blog/2012/02/review-of-ethics-2020.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+LegalEthicsForum+%28Legal+Ethics+Forum%29
http://lpmt.chicagobar.org/articles/trial-article/


3 
 

• The New York State Bar Association Committee on Professional Ethics concluded that a 
lawyer may use a “cloud computer data backup system to store client files provided that 
the lawyer takes reasonable care to ensure that the system is secure and that client 
confidentiality will be maintained.” See Opinion 842 (9/10/10). In 2008 NYSBA issued 
Opinon 820, aka the Gmail opinion, regarding using an email service provider that scans 
emails for advertising purposes. In digest they concluded: “A lawyer may use an e-mail 
service provider that conducts computer scans of e-mails to generate computer 
advertising, where the e-mails are not reviewed by or provided to human beings other 
than the sender and recipient.” 

• The State Bar of California Standing Committee on Professional Responsibility and 
Conduct issued Formal Opinion 2010-179 discusses whether an attorney violates the 
duties of confidentiality or competence when using technology to transmit and store 
client information when it may be susceptible to unauthorized access by third parties. 
They conclude that this will depend on the particular technology being used and the 
circumstances surrounding such use. 

• Alabama Opinion 2010-02; “The Disciplinary Commission agrees and has determined 
that a lawyer may use “cloud computing” or third-party providers to store client data 
provided that the attorney exercises reasonable care in doing so. The duty of reasonable 
care requires the lawyer to become knowledgeable about how the provider will handle 
the storage and security of the data being stored and to reasonably ensure that the 
provider will abide by a confidentiality agreement in handling the data. Additionally, 
because technology is constantly evolving, the lawyer will have a continuing duty to stay 
abreast of appropriate security safeguards that should be employed by the lawyer and 
the third-party provider.  

• Arizona Opinion 09-04 opined that ”lawyers providing an online file storage and 
retrieval system for client access of documents must take reasonable precautions to 
protect the security and confidentiality of client documents and information.  Lawyers 
should be aware of limitations in their competence regarding online security measures 
and take appropriate actions to ensure that a competent review of the proposed 
security measures is conducted.  As technology advances over time, a periodic review of 
the reasonability of security precautions may be necessary.” 

• In Massachusetts Opinion 05-04 the committee determined that “A law firm may 
provide a third-party software vendor with access to confidential client information 
stored on the firm’s computer system for the purpose of allowing the vendor to support 
and maintain a computer software application utilized by the law firm.)” 

• Nevada Opinion 33 (2006) states “the attorney’s electronic client files, which contain 
confidential client information and communications, are stored on a server or other 
computer device which is physically located and maintained by a third party outside the 

http://www.nysba.org/AM/Template.cfm?Section=Ethics_Opinions&CONTENTID=42697&TEMPLATE=/CM/ContentDisplay.cfm
http://ethics.calbar.ca.gov/LinkClick.aspx?fileticket=wmqECiHp7h4%3D&tabid=837
http://www.alabar.org/ogc/fopDisplay.cfm?oneId=425
http://www.myazbar.org/ethics/opinionview.cfm?id=704
http://www.massbar.org/publications/ethics-opinions/2000-2009/2005/opinion-05-04
http://ftp.documation.com/references/ABA10a/PDfs/3_12.pdf
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attorney’s direct control and supervision. It is assumed that the attorney can, as part of 
his or her service contract with the third party, require that all reasonably necessary 
means be employed by the third party to preserve the confidentiality of the information 
and to prevent unauthorized access to it and disclosure of it. It is also assumed, 
however, that employees of the third party agency will, by virtue of their employment, 
have access, both authorized and unauthorized, to the confidential client information.” 

• New Jersey Opinion 701 (2006) suggests that New Jersey lawyers may maintain client 
files electronically with a third party as long as the third party has an enforceable 
obligation to preserve the security of those files and uses technology to guard against 
reasonably foreseeable hacking. 

• After multiple years of debate, North Carolina State Bar adopted 2011 Formal Ethics 
Opinion 6 on “subscribing to Software as A Service while fulfilling the duties of 
confidentiality and preservation of client property”.  In summary they found that as long 
as steps are taken to minimize the risk of inadvertent or unauthorized disclosure of 
confidential client information, lawyers can use SaaS, invoking the “reasonable care” 
standard.  

• Pennsylvania Formal Opinion 2011-200 covers use of “the cloud” including web-based 
email. The committee says that attorneys can ethically store confidential client material 
in the cloud, provided the attorney takes reasonable car to ensure confidentiality is 
maintained and reasonable safeguards are employed to protect the data from breaches, 
loss, and other risks.  In part C of the opinion a number of suggestions for what the 
standard of reasonable care may include, such as limiting information that is provided to 
others to what is required, needed or requested, ensuring that a cloud provider 
explicitly agrees that it has no ownership or security interest in the data, will notify the 
lawyer if requested to produce data to a third and provide the lawyer with the ability to 
respond before the information is produced, and more.  

• Oregon Formal Opinion no. 2011-188 is called “Information Relating to the 
Representation of a Client: Third-Party Electronic Storage of Client Materials” and says 
in part: Lawyer may store client materials on a third-party server so long as Lawyer 
complies with the duties of competence and confidentiality to reasonably keep the 
client’s information secure within a given situation.2 To do so, the lawyer must take 
reasonable steps to ensure that the storage company will reliably secure client data and 
keep information confidential. Under certain circumstances, this may be satisfied 
though a third-party vendor’s compliance with industry standards relating to 
confidentiality and security, provided that those industry standards meet the minimum 
requirements imposed on the Lawyer by the Oregon RPCs. 

• Vermont Opinion 2010-6, under “Confidences of the Client” states “Vermont attorneys 
can utilize Software as a Service in connection with confidential client information, 

http://www.judiciary.state.nj.us/notices/ethics/ACPE_Opinion701_ElectronicStorage_12022005.pdf
http://www.ncbar.gov/ethics/ethics.asp?page=13&from=1/2011&to=1/2012
http://www.ncbar.gov/ethics/ethics.asp?page=13&from=1/2011&to=1/2012
http://www.slaw.ca/wp-content/uploads/2011/11/2011-200-Cloud-Computing.pdf
http://www.osbar.org/_docs/ethics/2011-188.pdf
https://www.vtbar.org/FOR%20ATTORNEYS/2011%20Advisory%20Ethics%20Opinions.aspx
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property, and communications, including for storage, processing, transmission, and 
calendaring of such materials, as long as they take reasonable precautions to protect the 
confidentiality of and to ensure access to these materials” In response to a question 
regarding the propriety of use by attorneys of SaaS. 

• Maine’s Board of Overseers of the Bar writes in Opinion #194 in client confidences 
regarding confidential firm data held electronically and handled by technicians for third 
party vendors. They conclude: “with appropriate safeguards, an attorney may utilize 
transcription and computer server backup services remote from both the lawyer's 
physical office and the lawyer's direct control or supervision without violating the 
attorney's ethical obligation to maintain client confidentiality.” 

• Iowa Ethics opinion 11-01 regarding “Use of Software as a Service – Cloud Computing” 
points to Comment 17 to Iowa's Rule 32:1.6 as establishing a "reasonable and flexible 
approach to guide a lawyer’s use of ever-changing technology. It recognizes that the 
degree of protection to be afforded client information varies with the client, matter and 
information involved. But it places on the lawyer the obligation to perform due diligence 
to assess the degree of protection that will be needed and to act accordingly." 

Advantages of SaaS for Solo/Small Firm Practitioners 
For solo and small firm practitioners, there are a number of good reasons to consider using 
SaaS.  Briefly summarized, they include: 

Cost 
Cost is a major barrier that discourages small law firms from upgrading their technology.  
Implementing traditional case management software, for example, can mean investing 
thousands of dollars upfront for software licenses, support plans, new hardware, and expert 
consultant time to put the system together.  SaaS differs from traditional software in that it is 
sold using a subscription model.  Instead of purchasing the software upfront, the user subscribes 
to the service on an ongoing basis - usually without a contract. The monthly subscription fee 
provides access to the software and typically includes support and regular upgrades.  While the 
difference in cost over the long term is debatable, the clear advantage of SaaS is in the lower 
barrier to entry: getting started with new SaaS case management software may cost you $50 
rather than $2000. 

Ease of Use 
Many of the leading traditional legal software titles have been on the market for years, 
gradually evolving and expanding with each update or revision.  While there are some benefits 
to this, there's also a notable disadvantage: each revision tends to add complexity and raise the 
learning curve.  The result is that many lawyers find traditional legal software impenetrable.  
They either end up abandoning the software or using only a fraction of its features.  Most SaaS 
products, on the other hand, have been recently built from the ground up with usability as a 

http://www.maine.gov/tools/whatsnew/index.php?topic=mebar_overseers_ethics_opinions&id=86894&v=article
http://iowabar.org/associations/4664/files/Ethics%20Opinion%2011-01%20--%20Software%20as%20a%20Service%20-%20Cloud%20Computing.pdf
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primary objective.  Their web-based interfaces tend to be intuitive and familiar, allowing users 
to better take advantage of the available features. 

Mobility/Accessibility 
Because SaaS solutions are web-based, they're accessible from virtually any device with a web 
browser.  The computer platform (Mac, PC) and the particular browser (IE, Firefox, Chrome) are 
irrelevant.  Indeed, most SaaS solutions can even be run on smartphones.  This means that 
unlike traditional software, where the software license is tied to a single computer on which the 
software is installed, you're able to use SaaS software anywhere you go.  You'll be able to access 
the same software, with the same data, whether you're on your own computer in your office, or 
using your in-law's computer while visiting over the holidays.  This also provides a level of 
protection against disasters.  If your office was destroyed by fire or rendered inaccessible by 
flooding, you could continue working uninterrupted from another location thanks to the 
inherent mobility of SaaS. 

Backup/Security 
Security is typically the major concern for attorneys considering SaaS.  Losing immediate control 
over your data can be frightening.  The reality, however, is that your data may actually be more 
secure in the hands of the SaaS vendor than it ever was in your own office.  Reliable SaaS 
vendors will store your data in sophisticated data centers with elaborate security and multiple 
redundant backups.  Whereas data security is often an afterthought for a busy lawyer, it's the 
sole focus for the data center; their entire business is focused on preserving and safeguarding 
your data. 

Disadvantages of SaaS for Solo/Small Firm Practitioners 
While there are certainly many good reasons to consider using SaaS in the solo/small firm 
setting, there are also some disadvantages that you must consider and address: 

Cost 
While the low upfront investment required for SaaS is a definite advantage, the cost benefits 
over time become hazy.  The monthly subscription cost, added over five or six years, could 
surpass the upfront cost of traditional software assuming the user chooses not to upgrade or 
pay any type of maintenance fee associated with that software. 

Fewer Features 
Most SaaS solutions in the legal market have only been available for a few years.  As a result, 
their feature sets tend to be slim in comparison with that of traditional legal software.  
Attorneys who have been using traditional software and utilize a broad range of features may, 
therefore, find SaaS disappointing or unsatisfactory.  If there are key features you need in your 
software, don't assume that SaaS products will include them -- look before you leap. 

Loss of Control 
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Using SaaS means placing yourself at the mercy of the vendor.  They hold your data, obviously, 
but they also control your software.  Whereas with traditional software you always have the 
option of not updating if the latest version has features you don't need or eliminates those you 
do, you have no such luxury with SaaS: updates and changes will happen when and if the vendor 
wishes.  This is mitigated to some extent by the subscription model: the vendor has a compelling 
interest in keeping its customers happy to maintain their subscriptions.  Nevertheless, some 
attorneys may not be comfortable with the loss of control. 

Product Lock-In 
Another related disadvantage of SaaS is data lock-in.  That is, once you begin to use a particular 
SaaS product and have your data integrated into their product, it may be difficult or impossible 
to truly withdraw that data and move it to another service or product.  Customers can 
sometimes feel "trapped" into continuing a monthly subscription for a product they don't like or 
don't use for fear of losing their data.  This is a problem shared to some extent by traditional 
software, but the off-site data storage adds an extra wrinkle for SaaS.  Be sure to ask SaaS 
vendors about data withdrawal/removal before committing so you know what to expect. 

Web Access Required 
This disadvantage can be put simply: no web access = no software.  If you live in an area that's 
prone to Internet outages, or you're frequently traveling without web access, SaaS may not be a 
realistic option.  Guaranteeing consistent web access may require investment in a backup 
Internet connection, usually via a mobile web device (e.g. broadband card, MiFi) or a secondary 
broadband connection (e.g. cable, DSL).  This can offset some of the cost benefits discussed 
above. 

SaaS Solutions 
If you’re comfortable with the idea of using SaaS, the next step is to identify the products on the 
market and determine if they meet your needs – and just as importantly, whether they offer an 
improvement over your current arrangement.  The old cliché, after all, is if it ain’t broke, don’t 
fix it. 

It’s important to note that cloud software, even moreso than traditional software, tends to blur 
the line between software categories. Services that allow users to store documents, for 
example, often include collaboration and communication tools as well.  For purposes of this 
guide, we’ve broken the products out by their primary feature, but be sure to investigate the full 
range of features included in each product before investing. 

Productivity  
General productivity is a broad category of software used on a daily basis for basic office 
functions: drafting documents, viewing spreadsheets, preparing basic presentations, and so 
forth.  Compared with traditional software, products in this category are a mixed bag.  They 
often add highly useful tools in keeping with the SaaS/cloud category – features like 
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collaboration, document sharing, etc. – but they’re also notably weak when it comes to 
preparing documents for print.  Software designed from the ground-up for a flexible web-based 
experience simply struggles when it comes to the rigidity of print.  Nevertheless, there are 
several options in this category worth investigating: 

• Google Docs (http://docs.google.com/) 
• Microsoft Office 365 (www.microsoft.com/Office365)  
• Zoho Writer (http://writer.zoho.com/) 

Data Backup  
Even an office heavily reliant on SaaS will still generate local electronic data, and any sensible 
technology arrangement should include a data backup plan to preserve and protect that data.  A 
comprehensive backup plan should include both data redundancy (multiple backups of each file) 
and geographic redundancy (files backed up in different locations, preferably 100 miles apart).  
Online data backup offers an excellent solution for geographic redundancy.  Some providers, like 
Dropbox or SugarSync, allow you to simultaneously back up and sync files between multiple 
devices. 

Some notable online backup vendors include: 

• Carbonite (http://www.carbonite.com)  
• Dropbox (http://www.dropbox.com/) 
• I365 (http://www.i365.com) 
• iBackup (http://www.ibackup.com) 
• Mozy (http://www.mozy.com) 
• SpiderOak (http://www.spideroak.com/)  
• SugarSync (http://www.sugarsync.com/)  

Document Management 
While general data backup is important, actually managing your documents can help you boost 
efficiency and productivity.  No more digging around for a physical file or searching endlessly for 
an electronic file.  A good, well organized document management system can have a 
tremendous impact.  While almost any online document repository can serve as document 
management with appropriate planning, there are dedicated document management solutions 
available that can integrate with your software and generally make management easier. 

• Box (http://www.box.com/)  
• NetDocuments (http://www.netdocuments.com/)  
• Worldox  CompleteCloud (http://www.worldox.com/completecloud/) 
• Google Docs (http://docs.google.com/)  

Case/Practice Management  
Good practice management software can be a game changer, particularly for smaller law firms 
without large support staff.  Organize your communications; track your hours; avoid conflicts; 

http://docs.google.com/
http://www.microsoft.com/Office365
http://writer.zoho.com/
http://www.carbonite.com/
http://www.dropbox.com/
http://www.i365.com/
http://www.ibackup.com/
http://www.mozy.com/
http://www.spideroak.com/
http://www.sugarsync.com/
http://www.box.com/
http://www.netdocuments.com/
http://www.worldox.com/completecloud/
http://docs.google.com/
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keep track of upcoming meetings and court dates; and much more.  Practice management also 
happens to be the category with the most dedicated and well-developed SaaS solutions in place 
specifically for the legal market.  

• Advologix PM (http://www.advologix.com/)  
• Clio (http://www.goclio.com/) 
• Firm Manager (http://www.firmmanager.com/)  
• MyCase (http://www.mycaseinc.com/)  
• Rocket Matter (http://www.rocketmatter.com/) 
• Total Attorneys (http://www.totalattorneys.com/)  

Time & Billing/Accounting  
Many small firms struggle with time tracking, billing, and accounting.  But it’s an area where 
small improvements can have a real impact.  Capturing just minutes of additional time each day 
can add up to thousands of dollars over the course of a year, meaning that good time & billing 
software can pay for itself.  While most practice management solutions make am effort towards 
time & billing, there are more fully featured stand alone products available: 

• Bill4Time (http://www.bill4time.com/) 
• LessAccounting (http://www.lessaccounting.com/) 
• FreshBooks (http://www.freshbooks.com/) 
• QuickBooks Online (http://quickbooksonline.intuit.com/) 
• Xero (http://www.xero.com/)  

Litigation Support 
Litigation support software, and particularly e-discovery support software, benefits from the 
cloud because it’s often necessary for multiple people inside and outside of the firm to have 
access to the same data.  For example, you may have outsourced basic document review and 
tagging to another firm or to a dedicated e-discovery vendor.  Simply giving them access to the 
data in the cloud is much simpler than managing access to physical servers.  Some litigation 
support options include: 

• ImageDepot (http://www.imagedepot.com/) 
• Lexbe (http://www.lexbe.com/) 
• NextPoint (http://www.nextpoint.com/)  
• Fios (http://www.fiosinc.com/)  

Collaboration/Communication 
Communication and collaboration online are where SaaS products really shine.  As more 
communication moves online, having collaboration tools geared towards legal – with security 
features like encryption, audit logs, and electronic deal rooms – is essential.   

• Dialawg (http://www.dialawg.com) 
• PBworks Legal Edition (http://pbworks.com/legaltour) 

http://www.advologix.com/
http://www.goclio.com/
http://www.firmmanager.com/
http://www.mycaseinc.com/
http://www.rocketmatter.com/
http://www.totalattorneys.com/
http://www.bill4time.com/
http://www.lessaccounting.com/
http://www.freshbooks.com/
http://quickbooksonline.intuit.com/
http://www.xero.com/
http://www.imagedepot.com/
http://www.lexbe.com/
http://www.nextpoint.com/
http://www.fiosinc.com/
http://www.dialawg.com/
http://pbworks.com/legaltour
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• Privacy Data Systems (http://www.privacydatasystems.com/)  

Electronic Signatures 
Signatures are one of the most common roadblocks to paperless law practices.  Lawyers draft 
documents electronically, share them electronically, but when it comes time to sign – paper 
enters the workstream.  SaaS-based electronic signature solutions offer a solution. 

• Adobe EchoSign (http://www.echosign.com/)  
• Docusign (http://www.docusign.com/)  
• RightSignature (http://www.rightsignature.com/) 

Virtual Law Practice (the next step) 
Software as a Service, and more generally the rise in web technology, has enabled a new 
business model for law firms: the virtual law practice.  Virtual law practices leave behind the 
physical office for a primarily online existence.  The day-to-day operations of the firm, from 
client intake to client communication to actual delivery of legal services, takes place almost 
exclusively via web-based technology.  Indeed, some virtual lawyers never actually meet face-to-
face with their clients. 

Virtual law practices are in some ways a response to the growing trend in online legal document 
services like LegalZoom, which allow consumers to bypass law firms to generate legal 
documents.  Virtual law practices offer a similar experience for the consumer -- online, easy to 
use, usually less expensive -- while still working directly with experienced, licensed attorneys. 

While any lawyer can piece together their own virtual law practice through a combination of the 
SaaS options explored above, there are turnkey virtual law practice services available on the 
market: Total Attorneys (http://www.totalattorneys.com/) and Direct Law 
(http://www.directlaw.com/).  

Looking forward 
SaaS is an exciting area of technology and especially legal technology.  It’s experiencing 
explosive growth: in just a few short years we’ve gone from one or two SaaS products on the 
market to dozens across the whole spectrum of software categories.  It seems like a safe bet 
that the trend will continue as lawyers increasingly rely on web technology and look to break 
out of traditional office structures.  Understanding the technology and how it can fit into your 
practice at this stage in its development can give you an advantage and a real opportunity to 
grow and strengthen your practice.   

Nevertheless, like any developing technology, it must be treated with caution: information is 
currency in the legal profession, and failing to appropriately safeguard that information can 
leave to financial and professional harm for both you and your clients.   

http://www.privacydatasystems.com/
http://www.echosign.com/
http://www.docusign.com/
http://www.rightsignature.com/
http://www.totalattorneys.com/
http://www.directlaw.com/
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20 Questions for SaaS Vendors 
It’s important to carefully examine all technology before buying, whether it’s SaaS or traditional.  
Here are 20 questions you should be sure to ask any SaaS vendor before committing your data 
to their hands.  Vendors that aren’t willing or able to answer these questions should be treated 
with caution. 

1. Do you offer a trial period or demo of your product? 
2. What training options are available for customers? 
3. What kind of documentation (e.g. knowledge base, product manual) is available for your 

product? 
4. How often are new features added to your product? 
5. How does your software integrate with other products on the market, especially 

products in the legal market? 
6. How many attorneys are currently using your product? 
7. What hours is your tech support available? 
8. Do you offer a Service Level Agreement (SLA) and/or would you be willing to negotiate 

one? 
9. What types of guarantees and disclaimers of liability do you include in your Terms of 

Service? 
10. How do you safeguard the privacy/confidentiality of stored data? 
11. Who has access to my firm’s data when it’s stored on your servers? 
12. Have you (or your data center) ever had a data breach? 
13. How often, and in what manner, will my data be backed up? 
14. What is your company’s history – e.g., how long have you been in business and where 

do you derive your funding? 
15. Can I remove or copy my data from your servers in a non-proprietary format? 
16. Where does my data reside – inside or outside of the United States? 
17. What happens to my data if your company is sold or goes out of business? 
18. Do you require a contractual agreement for a certain length of service (e.g. 12 months, 

24 months)? 
19. What is the pricing history of your product? How often do you increase rates? 
20. Are there any incidental costs I should be aware of? 


	Business Continuity Planning
	Technology and the Rules of Professional Conduct
	Five Steps for Extra Security
	Backup Planning
	Understanding Professional Liability Insurance



